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Executive Summary
This document reports the final release of Artificial Intelligence algorithms for distributed
applications. The activities are from T4.1 (Mapping machine learning algorithms onto cloudedge-things infrastructure) and T4.2 (Digital twin representations for feature extraction and
selection) of WP4, that are taken place from M31 to M36.
T4.1 has been focussing on the investigation of proper methods for delivering AI from the
cloud to the edge resources, where usually has restricted resources, and results of
investigation of most recent technologies including binarization and quantization methods are
presented. T4.2 has been focussing on utilization of data or analysis results from the sensors
or AI methods distributed on cloud-edge-things continuum, and how they can be provided with
ontology and knowledge base are presented in this document. The solutions that are
developed under the WP4 scopes have been applied to the implementation of DECENTER
use cases, which can be found on another deliverable – D5.2.
This document provides a summary of all the activities taken during the project period in WP4,
as a final deliverable of WP4. The motivations, our methodology and results are described in
the last chapter to give summary of WP4.

7

1 Introduction
DECENTER is a platform for deploy distributed AI onto cloud-edge-things continuum, that are
described in deliverables D2.21. This architecture defines all the necessary modules to realize
AI on the edge device and utilization of data in the process of AI, and suitable methods to
deliver AI on edge resources. This deliverable describes two major activities of WP4 to deliver
AI and make use of Digital Twin in DECENTER project – the T4.1 and T4.2.
In T4.1 we have been working on investigation of mapping machine learning algorithms onto
cloud-edge-things infrastructure, mostly on the optimization of AI methods for make it suitable
to be offloaded from cloud to edge resources, where resources are usually restricted. As a
continuation of the previous work that are described in D4.1 2 and D4.3 3 , this deliverable
presents two more optimization methods – the binarization and quantization. Those two
methods are of the most recent technologies for the AI optimization, and provides better
accuracy with less resources. The results on applying those methods on our use case are also
presented. For the training on the edge resources, the self-supervised learning method is
presented. For the Digital Twin, we already have extended the concept of it from merely
building a replica of real world to the knowledge base that can provide insights from collected
data and analysis results. This has been presented in our previous deliverable D4.3, and in
this deliverable, we present how the ontology has been applied along with how the knowledge
base can be provided on the DECENTER platform. Also, the update of AI model repository,
to provide better method for AI model management, has been presented in this document.
Since this is the final deliverable of WP4, a summary on each task of WP4 is given at the end
of this document. Here a briefing of the motivation, methodology and major achievements of
each task are presented.
This document consists as follows: the two new AI optimization methods are given on Chapter
2, along with self-supervised methods for training on the edge. Chapter 3 provides updates of
Digital Twin in DECENTER. The updates of AI model repository for AI model management is
given in Chapter 4, followed by summary of activities of each task taken during DECENTER
project in Chapter 5.

DECENTER D2.2, “Final release of the DECENTER architecture specification and use cases”.
DECENTER D4.1, “First Release of applications’ artificial intelligence methods and solutions”.
3 DECENTER D4.3, “Second release of applications’ artificial intelligence methods and solutions”.
1
2
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2 Final release of AI model optimization methods
In this Chapter, we present new AI model optimization methods that we have investigated
from M31 to M36. Though this task is focussing on the delivery of AI from the cloud to the
edge, we have extended the focus to the training since Y2. In the last period of this project
both sub-activities continued – the one for optimization of trained model for delivery of AI and
the other one for the methods for training on the edge resource. For the delivery of the AI
model, that is related to the optimization of trained model, we present the binarization and
quantization methods for AI optimization and the effect of it on running AI on the edge. For the
methods for training on the edge device, we present self-supervised learning that is suitable
for applying locally collected data for the training with local resources.

2.1 Introduction to Binarization and Quantization on Neural
Networks
One of the goals of mapping AI to the DECENTER platform is to put AI closer to the device or
service point so that the AI service can respond quickly. Deep neural network training and
inference usually necessitate a large number of computing resources. We look into so-called
model compression and acceleration strategies in order to make the greatest use of computer
resources and reduce computational burdens during training and inference. The purpose of
model compression and acceleration research is to minimize the network's processing such
as execution time or power, while maintaining performance such as accuracy or precision.
To be more specific, the existing model compression and acceleration algorithms are divided
into four categories, and they are briefly explained in D4.3. We will closely look into binarization
and quantization methods for DL in this document. Furthermore, we experimented on
optimizing the face detection algorithm utilizing quantization, model compression and
acceleration technique. We compared the results of the quantized network to the original
network and the pruned network, which was explained in D4.3, in terms of detection
performance and model size.
To properly train deep neural networks (DNN) to perform challenging tasks, deep learning
(DL) necessitates vast datasets. To learn the mapping function between the problem and the
solution, the network must run over all of the data points in the training set numerous times.
This training process can take anything from hours to days, resulting in expensive
computational infrastructure expenditures.
Technical breakthroughs in graphics processing units (GPUs) and continuous scientific
advancement in DNN algorithms have drawn a lot of attention to AI-based systems powered
by DL in the recent decade. The emergence of GPUs with strong processing capability
focusing on computing workloads requiring high memory bandwidth and parallelism has been
one of the driving forces behind this trend. In particular, current GPUs are better at largememory calculations like matrix multiplications, which is directly related to the ability to
compute basic linear algebra operations, which are the foundation of DL approaches. This
results in DNN computing speed being boosted when running on a GPU instead of a CPU.
When building a DL approach for a real-world application, we must consider numerous factors.
On the one hand, implementing a deep learning algorithm on a mobile device or embedded
system with restricted resources such as memory, CPU, GPU, power, and so on poses
significant hurdles. On the other hand, training a DL algorithm to produce reasonably good
results (for example, precision) is a time-consuming procedure. Furthermore, most state-of9

the-art real-world DNNs require hundreds of layers with millions or billions of parameters. The
amount of resources and operations needed is directly proportional to the model's number of
parameters. Therefore, it is increasingly important to compress and accelerate DNNs to be
deployed in real-world applications.

Figure 1. Overview of four categories of model compression and acceleration

Compressing and accelerating DNNs has been the subject of multiple research articles. There
are various ways to categorize existing methodologies, and it can be contentious among
scholars. Still, we have divided them into four categories for the purposes of DECENTER's
research and innovation, as mentioned in D4.3 and shown in Figure 1;
1.
2.
3.
4.

Parameter pruning and sparse connection
Grouped convolution method
Quantization and binarization
Knowledge distillation

They are briefly explained in the D4.3 with few well-known examples. This paper will deeply
examine the quantization and binarization methods since the network can be compressed and
accelerated dramatically with minimal loss of accuracy. Also, the algorithm can be
implemented with a large variety of selections. This paper starts by explaining the basic
binarization and quantization methods, then examines different quantization methods based
on the training conditions. In the last section, we implemented the efficient quantization
method on a face detector and compared the performance in various metrics to the standard
AI and the pruned AI.

Benefits of using the binarized and quantized network for DECENTER
There are several benefits of using binarization and quantization methods in DECENTER for
delivering AI from the cloud resources to edge resources. As it has been pointed out
throughout the project, usually edge has constrained resources. Edge resource is not placed
in the cloud, and the computational resources of it is restricted due to the hardware. In UC4,
for example, the AI module is placed on the edge resources since it needs to process privacysensitive data (video), and the edge resource is a PC or an embedded devices, which are not
as powerful or rich as cloud resources. Binarization and quantization methods use lower bitdepth compared to the standard network. Implementing the network in lower bit-depth allows
10
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us to deploy it in the embedded devices or microprocessor with the fixed-point processor. The
network computed in the fixed-point arithmetic has several benefits.
If the hardware allows it, arithmetic with a lower bit-depth is faster. Despite the fact that
floating-point computation on modern CPUs is no longer “slower” than integer computation,
32-bit floating point operations will always be slower than 8-bit integers. We gain four times of
reduction in RAM just by switching from 32-bits to 8-bits. Lighter deployment models use less
storage space, are easier to transfer over lower bandwidths, and are easier to update, among
other benefits. Lower bit widths also allow us to fit more data into the same caches and
registers. This implies we can cut down on the number of times we access RAM, which takes
up a lot of time and energy. Because floating-point arithmetic is complicated, it may not be
supported on some microcontrollers in extremely low-power embedded devices like drones,
watches, or IoT devices. On the other hand, integer support is widely available.

Binarization and discretization function
Before moving onto binarization of a neural network model, the concept of binarization is
explained in this section. In neural network binarization we want to express the neural network
with binary values and in this section how to transform a real value to binary values
mathematically.
To begin with, we need to investigate the primary binarization method before knowing the
quantization method. Then, we can think the binarization as the simplest form of quantization
of the network, using only 1 bit to represent the whole network. However, before getting into
the idea of binarizing the network, we need to understand how to binarize a scalar number
first. When we talk binarization in DL, it mostly means constraining a number to either +1 or 1. It is well known that using the two values has clear advantages from a hardware perspective.
The basic binarization of DL explained in the section is mainly based on the paper4. The paper
binarized the simple DL network and showed a sequence of these steps in detail.
There are two ways of transforming the real value into those two values; Deterministic
binarization and Stochastic binarization. The deterministic binarization is as follows:

Figure 2. Equation and graph of the deterministic binarization

We simply take a sign function to the value, where xb is the binarized value, and x is the real
value to be binarized. The deterministic binarization is very straightforward to understand and
implement. Also, it works very well in practice.

4

Courbariaux, Matthieu, Itay Hubara, Daniel Soudry, Ran El-Yaniv, and Yoshua Bengio.
"Binarized neural networks: Training deep neural networks with weights and activations
constrained to+ 1 or-1." arXiv preprint arXiv:1602.02830 (2016).
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Figure 3. Equation and graph of the stochastic binarization

The stochastic binarization is shown in Figure 3. We stochastically choose the value based
on the probability given by taking a hard sigmoid of the value. It sounds more appealing than
the deterministic binarization; however, it requires generating random bits.
These two ways of binarizing a real scalar value can be extended to both the weights and the
activations or even gradient values. Many papers used the deterministic binarization most of
the time, but they used the stochastic binarization to the gradient value in order to add noise
while training the network. More detailed examples of using these two different binarization
methods depending on the situations are shown in the later section. For now, we only think
about the deterministic binarization in this part.
The paper used binarized weights and binarized activations during the forward pass or
inference by deterministically binarizing the real-valued weights and the real-valued
activations. However, they keep real-valued weights or parameters of the network during the
training phase. The reason we keep the real-valued weights is to prevent degradation of DL
accuracy.
Propagation through discretization

Figure 4. The overview of stochastic gradient descent

Before getting into the details of keeping real-valued weights, we need to know the big picture
of the whole training process of a standard network, which is shown in Figure 4. We generally
use the stochastic gradient descent (SGD) method during the training phase. It explores the
space of weights in numerous steps, and every step slowly pushes the network in the direction
toward the optimal state. Each step may not be the optimal step and a little bit off from the
shortest path, but these steps are averaged out. Eventually, they make the network reach near
to the optimal state. Generally, SGD goes to noisy steps, and these noisy steps are stochastic.
12
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This single step is found with equation involving gradients with respect to the weights and with
respect to the activations. This is the reason why we calculate gradients during the training
phase; to update the network toward the optimal state. Eventually, the accumulated gradient
of SGD converges to the global convex from a global perspective.
The reason for using the real-valued weight is that the variance of the gradient is small, but if
binarized weights, which have far from small variance, are used to SGD, the accumulated
gradients would be far off from the optimal state. It would cause the network not to converge.
Keeping high precision during the training phase is necessary because it is very important to
have sufficient resolution when performing SGD. Otherwise, the network may not get
anywhere near the optimal state. Also, updating the gradients to the binarized weights would
be meaningless because most of the gradients would be too small to make any changes. That
is the reason why we keep the real-valued weights for the backward pass or during the training
phase, and we use binarized weights during the forward pass.

Figure 5. Overview of a straight-through estimator (STE)

We can think of the binarization process as passing the weights or the activations into an
activation layer with a sign function. If we closely look into the sign function as shown in Figure
5, the derivative of a sign function is a dirac delta function. Most areas of the sign function
have a differential value of 0 and an impulse signal at 0. Training the network with the function
does not make any sense because backpropagating the gradient values through the network
is not possible. The paper uses one concept from Hinton's lecture5 called a straight-through
estimator (STE) to solve the problem. STE is straightforward to understand since it directly
passes the input gradient to the output. We can pass the input gradient to the output gradient
every place we can’t get the derivatives. Theoretically, we can understand STE as replacing
a sign function with any other simple differentiable function only during the backpropagating
process. The replaced part is a hard hyperbolic tangent, and the derivative of it is 1 in the
range between -1 and 1. It is practical to implement because we simply clip the gradient too
small or too large.

5

Hinton, G. Neural networks for machine learning. Coursera, video lectures, 2012.
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Binarized Neural Network

Figure 6. Overview of the forward pass and the backward pass of BNN

The overview of the entire process of BNN is shown in Figure 6. The forward pass of BNN is
expressed as black arrows, and the process of the backward pass is blue. To begin with the
forward pass, we need to modify a single standard convolution layer with batch normalization.
We binarize the real-valued weights Wc, learned during the training phase, by passing through
a binarizing activation layer, a sign function. We perform convolution between the binarized
activations and the binarized weights. Then we pass them to the batch normalization layer
and binarize the activations to get ready for the subsequent convolution. This process happens
in one layer, and it repeats as it propagates through the neural network.
On the other hand, the process of the backward pass is a little bit different from the forward
pass. In the standard NN, we calculate the gradients subsequently and propagate them
backward. However, the derivative of the binarization function is obtained using STE since it
is not differentiable. For the output gradient for the binarization activation layer, we pass
directly to find the output gradient. The same thing happens to find the gradients of the realvalued weights. First, we calculate the gradients with respect to the binarized weight Wb by
following the same rules used for the standard NN. Again, we use STE to find the gradients of
the real-valued weights Wc. We use this gradient to update the real-value weights directly and
not to the binarized weights. In addition, we clip the real-valued weights into the range between
-1 and 1. The reason for the clipping is the real-valued weights would become large, so that it
negatively affects the binarized weights. If the network faced outlier data with greatly biased,
the learned weights would be far off, and it would take enormous time to get back to the correct
direction during the training phase.
Lastly, we need to mention how we can handle the case of the first layer of the network.
Generally, the standard NN for the computer vision tasks takes an image with 3 channels as
an input. In BNN, we convolve the input with the binarized weights then follow the rest of the
process used for the other layers for BNN.

14
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Figure 7. The performance of binarized neural network

The paper 6 reported that the proposed binarized neural network prevents extensive
degradation caused by compressing the networks. It showed a 10.15% error compared to one
of the standard NN with 10.41% error in CIFAR-10 benchmark, and this can be considered
remarkably avoided from the degradation problem. Also, it greatly reduced the execution
times. It also proposed various methods to implement the algorithm with faster speed in actual
hardware, which is a little bit out of scope from the topic of this paper. It reported that by
exploiting the usage of CuBLAS, XNOR kernel, etc., it showed seven times faster than the
baseline kernel. Also, performing on the binary optimized GPU kernel is 60 percent faster on
memory conservation on the dedicated hardware. Furthermore, the comparison with 32-bit
DNNs, BNNs require 32 times smaller memory size and 32 times fewer memory accesses.
They argue that dedicated hardware could reduce the time complexity by 60%.

Bitwise operation on Binarized NN

Figure 8. Comparison between XNOR+bitcount operation and standard convolution

6

Courbariaux, Matthieu, Itay Hubara, Daniel Soudry, Ran El-Yaniv, and Yoshua Bengio.
"Binarized neural networks: Training deep neural networks with weights and activations
constrained to+ 1 or-1." arXiv preprint arXiv:1602.02830 (2016).
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Transforming a standard NN into a binarized NN leads to several benefits. The paper7 has
shown the benefits with clarity and proposed two different binarized NN as shown in Figure 8.
One model is called binary weight network, and it uses the same scheme as the standard NN
but only replaced the standard weights with the binarized weights. The size of the binarized
weight network is significantly smaller up to 32 times than the equivalent standard NN with
single precision. Since the weights are binary, we can remove the multiplication operation in
convolution and only use subtraction and addition operations in order to replace the
convolution operation, resulting in up to 2 times faster. Furthermore, the paper proposed the
so-called XNOR-net where both the weights and the activations are binary the same as BNN.
Since all operands of the convolution are binary, it is possible to compute the result with bitwise
operation rather than standard operation. XNOR operation replaces the multiplication part of
the convolution, while the bit counting operation replaces the addition part of the convolution.
XNOR and bit counting operation can replace the convolution operation resulting in up to 58
times speed up in the CPU environment in addition to the benefits of memory saving.
Until now, we have looked over what binarization are and how it work. The quantization
compared to the binarization uses more bits to represent the activations and weights. Thus,
quantization has more variety of selection in discretizing the value. However, it still has the
same problem of propagating gradients through discretization.

Two quantization methods

Figure 9. Quantization-aware training

Now we will look into two quantization scheme; post-training quantization and quantizationaware training. These two techniques can be distinguished whether we take care of the
problem of degradation due to the quantization process during the training phase. In posttraining quantization, the network is trained in floating-point the same as the standard network
then the weights of the trained network are quantized based on their value. The result of the
quantized network using post-training quantization can suffer from severe degradation at the
inference since it did not consider the degradation by quantizing during the training time at all.
On the other hand, quantization-aware training is the method mentioned earlier and shown in
Figure 9. At the training phase, it simulates the performance after the quantization and the
objective of training is to improve the performance after quantization. The simulation works

7

Rastegari, Mohammad, Vicente Ordonez, Joseph Redmon, and Ali Farhadi. "Xnor-net:
Imagenet classification using binary convolutional neural networks." In European conference
on computer vision, pp. 525-542. Springer, Cham, 2016.
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the same as the BNN. It stores and updates the real-valued weights based on the performance
of the quantized version of it. More detailed explanations are mentioned earlier.

2.2 Quantized Face Detector for DECENTER

Figure 10. The architecture of DSFD

The face detector employed in the experiment is the dual shot face detector (DSFD)8. By firing
two shots, DSFD achieves a high level of accuracy. The detector tries to discover faces that
can be easily spotted in the first shot, and It reuses the features developed in the first shot for
the second shot. It integrates features from various scales and builds contextually rich
features. Thus, the faces missed in the first shot can be detected in the second shot.
WIDER FACE dataset9 is a publicly available dataset that is used to train DSFD. There are
32,203 photos in total, including 393,703 faces. Scale, pose, occlusion, blurry, emotion,
makeup, light, stance, and other factors all play a role in the photographs in that dataset. As
a result, DNNs trained with it have a high level of robustness. When using DSFD, however,
there are a few things to keep in mind. Because it is based on a two-shot detection method,
the computation is heavier than in single-shot detectors. Also, it has more parameters because
the second shot detection phase involves more convolutions. Furthermore, because feature
maps extracted from the first shot detection phase are reused in the second shot, it consumes
a lot of memory.
In the experiment, we have implemented the quantized DSFD based on quantization-aware
training with 8-bit precision. The network is trained with WIDER FACE dataset similarly to the
standard DSFD. However, we have simulated in the 8-bit quantized network to find the
gradient updates to the weights to avoid the degradation in the quantization process. Again,
quantization-aware training is well explained in the previous section. The performance of the
quantized network was compared to the standard network and the pruned network, which are
explained in D4.3.

8

Li, Jian, Yabiao Wang, Changan Wang, Ying Tai, Jianjun Qian, Jian Yang, Chengjie Wang,
Jilin Li, and Feiyue Huang. "DSFD: dual shot face detector." In Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition, pp. 5060-5069. 2019.
9

Yang, Shuo, Ping Luo, Chen-Change Loy, and Xiaoou Tang. "Wider face: A face detection
benchmark." In Proceedings of the IEEE conference on computer vision and pattern
recognition, pp. 5525-5533. 2016.
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For the environment and the setting for the experiment, we have implemented all of the
algorithms in Tensorflow10. Also, they were trained with WIDER FACE dataset to keep the
environment the same. The details for WIDER FACE dataset are explained earlier. The
architecture of the pruned network and the quantized network remained the same as the
standard network except for applying the corresponding model compression and acceleration
method, respectively. Furthermore, we trained all networks with Titan XP.
For the validation set of WIDER FACE, performance was evaluated by calculating the size,
the number of parameters, and average precision (AP) as shown in Table 1 and 2. The size
of pruned network reduced to 134.6 MB, which is 78.85% of that of the original network. The
size of quantized network reduced to 103.9 MB, which is 60.87% of that of the original network
and 77.19% of that of the pruned network. However, the number of parameters remained
almost the same with the standard network. However, the detection performance only showed
4.88% degradation rate on hard WIDER FACE validation set, which was a 0.8151 average
precision. The performance degraded only about 3% on easy and medium set compared to
the original average precision. Compared to the pruned network, the detection performance
was better in the medium and hard sets.
Table 1. The size and the number of parameters of the original network and the pruned network

Table 2. Average precision on WIDER FACE validation dataset

10

Abadi, Martín, Paul Barham, Jianmin Chen, Zhifeng Chen, Andy Davis, Jeffrey Dean,
Matthieu Devin et al. "Tensorflow: A system for large-scale machine learning." In 12th
{USENIX} symposium on operating systems design and implementation ({OSDI} 16), pp. 265283. 2016.
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2.3 Self-supervised Learning for DECENTER
Under the DECENTER environment with cloud and edge setup, AI model training and update
without elaborately labelled dataset is important since human annotations cannot be
additionally provided. Therefore, in this year, we focus on exploring unsupervised
representation learning algorithm, which solely utilizes unlabelled data (e.g. images or videos
without any annotations) for AI model training. To be specific, unsupervised learning is a much
harder problem than supervised counterpart because output target of AI model is not defined
in unsupervised settings.

Figure 11. A visualized comparison of output feature representations
between unsupervised and supervised learning strategies.

For better understanding, we report an illustration of the representation outputs after utilizing
training schemes separately in Figure 11. Since unsupervised setup does not specify the
target outputs, the clustered output representations are obtained as seen, which is gathered
according to the design of the AI training objective. On the other hand, when it comes to the
supervised setting, the training output representations can be easily classified with a decision
boundary.
However, there exist limitations in AI models that trained under supervised learning setup as:
1) some classification results are wrong, and 2) the representations can be biased to the given
label annotations. In result, the reliability of the AI model outputs cannot always be guaranteed,
and also AI models show weak robustness to unseen datasets if trained in a fully supervised
manner.
In order to overcome these issues, we study the semi-supervised learning algorithms last year,
which utilize both labelled and unlabelled datasets for AI model optimization. Specifically,
labelled datasets are employed to obtain classification boundary, and unlabelled datasets are
utilized to increase the general representational capacity of AI model. To further develop this
concept, we consider more complex similarity learning strategy in the case of image retrieval
task (highly related to the image representation learning), introducing the self-similarity metric
learning.
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Figure 12. A simple visualization of similarity guided training scheme.

As shown in Figure 12, we have investigated the AI model optimization method with similarity
learning, especially for the case of the face image retrieval on the Hamming space. To reveal
complex similarities between face images into the hash code learning, we attempt to improve
the retrieval quality by proposing the self-similarity learning. We define the self-similarity by
utilizing multiple data augmentations. Note that, an input image and its corresponding
augmented image which shares same contents, can be considered as similar. Otherwise,
images of the different contents can be regarded as dissimilar. On this assumption, we
measure the pairwise similarities between images on the latent space of high dimensionality
to discover fundamental facial image representations.
Face image retrieval has subtle differences from the general task due to some properties of
facial image datasets. To be specific, 1) the variance of the data distribution within a class is
often high due to makeup, facial expression, glasses, view-points, etc.(intra-identity
difficulties), 2) the similarity between the two different classes is comparatively high because
there are many similar faces (inter-identity resemblance), and 3) there are relatively many
classes (identities) to distinguish. Therefore, we choose five methods to transform images with
elaborate modification as listed in Figure 13. We apply all transformations with random
probabilities in a sequential manner, starting with the resized crop and ending with the
Gaussian blur. The augmented outputs are exploited to investigate the various underlying
similarities of both self and other image pairs.
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Figure 13. Various data augmentation examples

Figure 14. Overall training process of self-similarity learning.

With these augmented data points, we train the AI model as shown in Figure 14. We propose
Similarity Pairing Loss ( 𝐿𝑆𝑃 ), which learns both self-similarity of original image and its
corresponding augmented image, and pairwise similarity of other images. All the trainable AI
model components are trained in a single framework, in an end-to-end manner. This training
strategy can be applied to Convolutional Neural Network-based DECENTER AI model, by
applying it on the latent space of AI model itself. As a result, AI models can be upgraded with
unsupervised information (self-similarity), increasing the general robustness and avoiding
being biased.
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Table 3. mAP scores of different Hashing approaches on large scale face image datasets

In Table 3, we conduct extensive face image retrieval experiments on VGGFace2 dataset of
closed-set protocol with 75,296 gallery images and 2,500 query images, open-set protocol
with 17,940 gallery images and 500 query images. We measure the mAP (mean Average
Precision) scores to evaluate the retrieval performance. From the results, we able to find out
that proposed approach (SGH; Similarity Guided Hashing) achieves the state-of-the-art
performance, showing significant improvement.

Figure 15. A simple illustration of the knowledge distillation concept.

In addition to this, we study the concept of knowledge distillation to improve AI models with
data augmentations on the general image retrieval task. As visualized in Figure 15, the
knowledge distillation concept utilizes teacher AI model of large scale with better performance
to teach student AI model with compact scale. It is noteworthy that the outcomes of teacher
AI model can help student AI model to perform better, by giving it the guidance. We aim to
take advantage of it, however, directly applying this concept to the DECENTER is difficult.
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Figure 16. An illustration of self-knowledge distillation strategy.

Therefore, we introduce the self-knowledge distillation to improve AI models. As shown in
Figure 16, we adopt the self-knowledge distillation with transformations (data augmentations).
Randomly sampled data augmentation techniques are applied on an input image x to generate
a transformed input. Then, both images are forwarded through a deep trainable AI model (H)
to obtain the corresponding hash codes, respectively. With an additional classifier C, classwise predictions are computed from the hash codes, respectively. In general, transformed
image is more difficult to classify than original one, resulting in a thicker-tailed probability
distribution, where the interclass correlation is more evident. By distilling the intelligence of
transformed input to the original, we can regularize AI models of DECENTER platform.

Figure 17. Overall training process of self-knowledge distillation scheme.
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Like the knowledge distillation technique, we assume that augmented image contains more
information (teacher), and employ the classifier output (probability distribution) of augmented
image to regularize original one (student). On this purpose, we compute Kullback-Leibler (𝐿𝐾𝐿 )
divergence between them, where the 𝐿𝐾𝐿 is formulated as:

to make the original class-wise probability distribution follows the augmented one. The entire
AI model is trained in a single architecture, and also has an advantage of not requiring twostep teacher / student training process, which is appropriate for DECENTER.

Table 4. Detailed description of the image retrieval datasets.

To investigate the influence of the proposed idea in more general way, we conduct
experiments on natural image retrieval datasets, which are configured as Table 4. All the
images are resized to 256 x 256, and especially, NUS-WIDE and MS COCO datasets contain
multi-labelled images of one or more concepts.

Table 5. mAP scores on natural image datasets.
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Figure 18. Precision-Recall curves with binary codes

As same as the face image retrieval experiments that we conduct before, we also evaluate
our algorithm (RCDH) with the mAP scores. As reported in the Table 6, our self-knowledge
distillation approach achieves the best performance in image retrieval protocols, for all bitlengths of all datasets. Besides, we draw the Precision-Recall curves in the Figure 18 to
evaluate the quality of our algorithm. In a nutshell, we demonstrate that self-knowledge
distillation scheme is effective to learn the discriminative image representations than previous
AI optimization approaches.

Figure 19. A simple visualization of contrastive learning and its examples.

Finally, we consider solely employing unsupervised learning to optimize AI models, which do
not stop at the level that supports supervised learning. We adopt the concept of the contrastive
self-supervised learning, which is one of the most famous approach to conduct unsupervised
25

learning, as illustrated in the Figure 19. To learn the general features of a dataset without
labels, contrastive learning teaches the model with data points after applying transformations.
Contrastive learning wants the model to learn two differently transformed images originated
from single image as similar, since they are essentially different versions of the same content.
By utilizing contrastive self-supervised learning, we can train the AI models without any label
annotations, in the unsupervised manner. Note that, image representations (embeddings in
the Figure 19) are containing discriminative features, which able to classify images with
different contents (e.g. cats and dogs). In order to utilize this concept in AI model optimization,
we also conduct image retrieval with these embeddings, after training with contrastive learning
loss function as (𝐿𝑁𝐶𝐸 ):

where sim denotes similarity between embeddings, and g() denotes embedding of input x.

Figure 20. An illustration of quantization process.

To conduct efficient image retrieval, we further employ quantization process as shown in the
Figure 20. We replace the projection process of general contrastive learning as quantization,
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and then compare the similarity between the embeddings and the quantized embeddings
across, which we called cross quantization contrastive learning. This strategy has advantage
of learning quantization (clustering of image representations) in the unsupervised manner
without any label annotations.

Table 6. Datasets (above) and mAP scores (below) of different methods

To make a fair comparison with previous unsupervised learning image retrieval approaches,
we perform experiments on the datasets as listed above in the Table 6. From the results
reported in the below, we demonstrate that utilizing cross quantization contrastive learning
(SPQ) accomplishes the best performance. To be noticed, it is evident that utilizing various
data augmentations to understand the image representation is efficient, following our
observations.
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In summary, we first improve the supervised learning with the self-similarity and selfknowledge distillation with various data augmentations, and we find this approach is valid for
DECENTER AI model optimization. Additionally, we investigate that the truly-unsupervised
learning (without any human supervision support) is also practical for DECENTER AI platform.
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3 Digital Twin with DECENTER
DECENTER has been investigating how the data, features and analysis results engaged in
an AI application or service can be utilized from the viewpoint of Digital Twin. The Digital Twin
in DECENTER has been extended from a mere replication of real world in a virtual world to
providing an insight of data by applying ontology to them. To this end, a new structure is
proposed with a semantic layer which has ontology, and implemented with SensiNact on two
of DECENTER use cases.
Figure 21 illustrates DT implementations in DECENTER. Figure 21-(a) illustrates a five-petals
design of DECENTER’s Digital Twin (DT), built on the top of sensiNact IoT platform. Each
petal corresponds to an implemented module of the DT and each colour indicates the year of
the project during which the implementation took place. Briefly, we should mention that ‘Data
Pre-processing & Monitoring’ as well as ‘Visualization & Storage’ were demonstrated during
Y1 (see D4.1) while ‘Analysis’ and ‘Decision Making’ were achieved during Y2 (see D4.3).
Figure 21-(c) illustrates the 3 different UCs (UC1, UC4 and Kentyou’s UC on face recognition
and object detection) being monitored by DECENTER’s DT. Figure 21-(d) shows three
graphical interfaces, developed by the aforementioned UC owners, to easily demonstrate the
real-time data. All these data were stored by the DT. Figure 21-(b) depicts two examples of
Decision Making; first emergency alert triggering in case of car over speeding and second
dynamic selection of AI face recognition model when a person is detected.
Data Preprocessing &
Monitoring
Semantic
Representation
& Inference

IoT +
DIGITAL
TWIN

Decision
Making

Visualizatio
n & Storage

Emergency alert
UC1

Alert

Dynamic selection of AI
Group A

Analysis

(a)

(c)

(b)

(d)

Figure 21. Digital Twin in DECENTER; (a) Digital Twin of five Petals, (b) Analysis & Decision Making, (c) Data
pre-processing & monitoring of UC1, UC4 and UC of KENT, (d) GUIS from UC1, UC4 and DT
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In this Section, we will present the work on the ‘Semantic Representation and Inference’ which
took place during Y3 of the project.

3.1 Semantic Layer
The objective of Y3 was to extend DECENTER’s DT in order to assign semantic content on
the physical (IoT devices) and virtual (AI entities) data gathered by different UCs and link these
data to the Web of Things (WoT). To achieve this goal, the architecture of the DT was updated.

Figure 22. Updated Architecture of Digital Twin

Figure 22 shows a three layers architecture of the Digital Twin. At the bottom, the sensors
layer is responsible for gathering IoT and AI data. sensiNact gateway along with its
interoperability layer is able to retrieve data regardless of the IoT protocols or AI
communication standards. The collected data are no longer stored in Cassandra database but
in an influxDB since it is found more suitable for time-series data. The collected data are
provided via the REST API of sensiNact in a real-time and historical mode. Moreover, the data
are used to build a dashboard on Chronograf allowing UC1 (see Figure 23) and UC4 (see
Figure 24) owners to monitor and plot different facets of their data, updated at real time. On
the top of the sensors layer, a semantic layer was deployed to implement the fifth petal of the
DT (i.e., Semantic Representation and Inference). In the rest of this Section, we will focus on
presenting the details of this layer. Last but not least, a service layer is supported, like a market
place, where developers or SMEs can build their own innovative applications.
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Figure 23. Chronograf Dashboard for UC1

Figure 24. Chronograf Dashboard for UC4

The main goal of the semantic layer is to assign a semantic representation to IoT and AI data
received by the sensors layer, extract new knowledge from them and link them to the WoT.
For this purpose, appropriate ontologies were designed, which collaborate with a rule engine
for continuously inferring new knowledge. Section 3.1.1 presents the designed ontologies,
while Section 3.2 the knowledge inference mechanism.

3.1.1 Ontology Design
3.1.1.1 General-Purpose IoT Ontology
The general purpose ontology was designed to reply to the 5-Ws questions of Who did What,
When, Where and Why. The objective of this ontology is to achieve a trade-off between being
adaptable to different UC scenarios but without missing details of each specific UC.
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Figure 25. General Purpose Ontology

Figure 25 shows the entities (circles) of the general purpose ontology along with their
attributes (rectangles) and their between relations (lines). The ontology represents a Person
(Who), who might belong to a Group, acting in an Event (What) which is taking place in a
particular dateTime (When) and Location (Where). Additional semantic information is also
represented by the ontology, focusing on the Resources (Physical or Virtual) which provide
the real-time data. The hierarchy of Service-Provider-Resource is aligned with sensiNact’s
data model, enabling an easy interaction of the ontology with the platform. Environmental data
with several attributes are also represented.

3.1.1.2 Domain-Specific UC1 Ontology
A domain specific ontology was designed, on top of the general purpose ontology, in order to
meet the requirements of UC4. Figure 26 illustrates a smart crossing ontology including
specialized entities to UC4 and their between relations. In particular, the Person entity of the
general purpose ontology was extended to represent different profiles, such as Pedestrian,
Cyclist, Pet owner and Stroller. Similarly, a Resource can be a Camera (detecting the various
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Person profiles), a Vehicle or a Crossing. Relations of the form ‘a vehicle of a given speed
approaches a crossing where a pedestrian is located’ can also be represented.

Figure 26. Smart Crossing Ontology

Both ontologies have been evaluated for their completeness, conciseness and adaptability.
The evaluation criteria and results can be found in D5.2.

3.1.2 OWL Implementation
The ‘General Purpose’ and ‘Smart Crossing’ ontologies were designed using the free, opensource ontology editor of Protégé. ProtégéVOWL plugin was installed to produce the graphical
depictions of the ontologies shown before. The ontologies were then extracted in OWL (Web
Ontology Language) format and integrated in sensiNact platform.
A dedicated bundle was created responsible to load the ontologies and feed them with real
time data. The bundle, along with its dependency on owlapi, was launched in the OSGi
environment of sensiNact platform and tested with UC1 and UC4. A dedicated docker
container was prepated ready to be deployed in DECENTER.

3.2 Inference Mechanism
To achieve the objective of continuously inferring new knowledge from the real-time data a
rule engine reasoner was deployed. In the next Section we describe the inference mechanism,
as well as the rules built and tested on the top of the rule engine.

3.2.1 Rule-based Reasoner
Figure 27 depicts the mechanism for inferring new knowledge. The ontology, expressed in
terms of OWL concepts (classes, properties, individuals), is given as input to the rule engine.
The rule engine contains a set of rules written in SWRL, a rule language for the semantic web.
The rules are expressed also in terms of OWL concepts and they are executed using as input
the facts of the ontology. As a result of this execution, new facts are generated and imported
back (as new knowledge) to the ontology. The rule engine being used is Drools.
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Figure 27. Inference Mechanism

The execution of the following rule, written in SWRL, will better explain the inference
mechanism.
sensinactontology:Group(?g) ^ sensinactontology:size(?g, ?s) ^
swrlb:greaterThan(?s, 5)
-> sensinactontology:isCrowed(?g, true)

The above simple rule provides a Covid19 alert for UC4 in case of a crowed group. Particularly,
if group ?g has a size ?s which is greater than five, then the attribute isCrowed of ?g is set to
true. The instance ?g and its size ?s is given by the General Purpose ontology, while the value
of attribute isCrowed is provided to the ontology at run time as new knowledge.
Two more rules, shown below, were written using the SWRLTab of Protégé. The rules are
targeting to demonstrate the inference mechanism and the possibilities of SWRL and they are
our first step towards upgrading the Digital Twin.
The first rule activates a SpeedViolationEvent if vehicle ?v has a speed ?v greater than 40. The
second rule sets the comfort of the environment ?env to true if its temperature ?temp is between
24 and 27 degrees.
swrlb:greaterThan(?s, 40) ^ smartcrossing:Vehicle(?v) ^
smartcrossing:speed(?v, ?s) ->
sensinactontology:isActivated(smartcrossing:SpeedViolationEvent,true)
sensinactontology:Environment(?env) ^
sensinactontology:temperature(?env, ?temp) ^
swrlb:greaterThan(?temp, 24) ^ swrlb:lessThan(?temp, 27)
-> sensinactontology:comfort(?env, true)

The rule engine was also integrated in the dedicated bundle of the semantic layer (see Section
3.1.2) and is included in the OSGi environment of sensiNact platform.
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4 AI Model Management with DECENTER
DECENTER has been investigating data / model management for cross-border applications.
To this purpose we have investigated related regulations from both EU and Korea, which are
GDPR and PIPA, respectively, and implemented a data management method with block-chain
technology. The results of this activity are presented in D4.4.
AI Model Repository is developed as a software module for the management of AI models to
be deployed within the scope of that data management. It overcomes restrictions of other
model repositories by having metadata schema for describing the AI model for searching and
also by providing RESTful interfaces for retrieving the AI models. The registered AI models
have version numbers, to identify the models that are being used for the application. This
enables independent management of AI application (containerized) and the model. In this
section, we present the benefits of this independent management of AI application and
models.

4.1 Containerized AI application and the model maintenance
There are a few model repositories for deep learning or AI platform. The details of them are
already presented in D4.4, and most of them are working as a file repository to hold trained AI
models. When building a container for AI application, the two components that consumes
storage are the AI platform and the AI model. The AI platform takes up to a few gigabytes
storage depending on the platform, while the AI model takes from a few megabytes to several
hundred gigabytes according to the size of a model. For example, an MNIST model uses only
a few megabytes while full-size GPT-3 model uses up to terabytes storage. For the practical
use cases of DECENTER, the size of model varies from a few megabytes up to one hundred
megabytes.
The existing platforms such as Tensorflow Serving or Kubeflow, put everything to a container
while building a container. It means that the AI (or deep learning platform), application logic
and the model file are containerized in a container. That container can be deployed with some
orchestration tools on a resource and provides the AI service. However, when everything
including the AI model are containerized to a container, it may have negative effect on
maintenance of the AI model. Suppose that the AI model has been updated to a new version.
With this approach, it needs to build updated container from the existing container and redeploy the container for substitution of running container, which needs to stop the existing
container, re-deploy and start a new container. Even though this deployment can take the
benefit of container file system (only newly updated layer will be deployed), it needs to stop
the running service for a while. This becomes significant when it comes to a local edge device,
where it is hard to apply Rolling Update of Kubernetes due to lack of redundant resources.
In DECENTER, the AI model is managed at the runtime of a container, not when building a
container. A URL of the model on the repository is provided when building a container, and
the model will be downloaded after the container is initiated. This can be implemented easily
with RESTful API and already provided in DECENTER AI package implementation. This is
depicted in the following figure.
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Figure 28. State diagram of model update procedure; (a) before DECENTER. Container needs to be re-deployed
when the model is updated. (b) with DECENTER. Container does not re-deploy or restart due to a model change.

4.2 Model Update of a Running Container with AI model repository
This independent management of an container and AI model provides more efficient methods
for AI model management. Suppose that you have an AI model and want to replace the AI
model to a new version on a running container. When you build a container that contains an
AI model, the process will be like the following.
1) Prepare the updated model
2) Update the existing container to have the updated model.
3) Find and stop running instance of the container.
4) Deploy new container
5) Start newly-deployed container.
This procedure includes re-deployment and re-starting of a container. Again, even with the
help of some cloud technologies such as container file system and rolling update, it will bring
some downtime of a service on the edge device.
Those re-deployment and re-starting of a container can be removed when we apply the AI
model repository for updating AI model on the runtime. The procedure that applies AI model
repository is descrbied below.
1) Prepare the updated model
2) Upload the new model on the AI model repository with new version number
3) Find the running instance of the container.
4) Request update of a model with metadata description of a model.
5) The container will download and check the validity of a new model.
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6) The container will re-load the AI model to reflect the changes.
In this procedure, the downtime caused by model substitution occurs at only step 6). When
compared to the previous approach that has downtime from step 4) to stop 5), it is expected
that downtime can be reduced significantly. This method has been applied to the UC4
implementation to verify its effect and it shows 59.24% reduction of model substitution time.
The test result is given in detail in D5.2.
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5 Conclusion
The activities of WP4 in DECENTER Y3 has been described in this document, mostly from
T4.1 and T4.2. In T4.1, we continued the investigation of optimization methods for AI models
in binarization and quantization. We have surveyed most recent technologies of those
methods and applied them to our cloud-edge distribution, more specifically, in UC4. The
results shows that it can reduce the model size efficiently while keeping the accuracy loss
small. This will help resource usage optimization on edge resources. The applicability of the
investigated optimization methods on DECENTER use cases are give on D5.2. Further,
DECENTER has investigated how edge can be used in the training, and proposed a selfsupervised leaning method. For T4.2, ontology has been applied to realize Digital Twin of
DECENTER, and provide knowledge base for the data, features and analysis results of an AI
processing.
The following sections provides a brief summary of WP4 activities during the project.

5.1 Summary of WP4 activities
WP4 has been started on M4 and continued until M36. The main purpose of the WP4 is to
provide suitable methods to deliver the AI onto cloud-edge- continuum. To this end, various
methods has been investigated, designed, and implemented with four dedicated tasks. This
Chapter describes a summary of the activities of WP4.

5.1.1 On AI Optimization
T4.1 – Mapping machine learning algorithms onto cloud-edge-things infrastructure, has been
focusing on make AI to be suitable to be placed on the edge device, and do this in a cloudnative way. The edge resources have very different capabilities and characteristics when it is
compared to cloud resources, so we have investigated how it is different and identified the
requirements. After then, this task has been focussing on various methods of the AI
optimisation. The optimisation methods that have been investigated in this task includes the
following.
In the first year, we had studied semi-supervised learning that utilizes both labelled and
unlabelled data to train the AI models. This concept is appropriate for DECENTER since large
amount of images without labels captured from edges can be utilized to improve the AI
performance. To demonstrate the capability toward DECENTER, we had surveyed several
semi-supervised learning methods. We had studied partitioning of a DNN, where the DNN is
sequentially splitted into multiple parts. This concept allows placing a single AI service across
multiple nodes based on the available computational resources. This sequential partitioning
of a neural network has several benefits compared to the conventional monolithic neural
network model in terms of efficient computational resource management. We had researched
the compression method to decrease the bandwidth of the intermediate feature map to be
transmitted across the nodes. More details of our first-year work are reported in D4.1.
In the second year, we had developed the AI optimization algorithm based on the semisupervised learning. We had evaluated our contribution on the image retrieval task, which is
highly related to the deep image representation learning, and achieved the state-of-the-art
results. In addition, we had studied adversarial training which can be applied to alleviate the
privacy concerns in the edge AI models. We had investigated the methods for model
compression and acceleration to make the best use of computational resources since the
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environment of edge resource in the DECENTER may not be abundant compared to the cloud
envrinoment. Channel pruning method had been investigated, and it showed the benefits of
reducing the model's size with lower computation than the standard AI model. The
experiments had been performed on a face detector with implementation in UC4. More details
of our second-year work are reported in D4.3.
In the third year, we had investigated the data augmentation techniques which can be
employed to AI model optimization. First, we endeavoured to train the AI models with multiple
transformed inputs to improve the performance. Second, we tried to regularize the AI models
to handle various data inputs by generalizing models with signals originating from augmented
inputs. At last, unsupervised learning with contrastive strategy with augmentations is utilized
to train the AI models. All of these approaches are appropriate to enhance the AI models
distributed on both of the cloud and edge of the DECENTER platform. We had investigated
the quantization and binarization methods and implemented them in UC4. We replaced lower
bit-depth and showed the compressed size than the standard network. This concept allows us
to deploy it in the edge device with fixed-point arithmetic in the DECENTER environment,
which runs faster and cheaper than the floating-point arithmetic. More details of our third-year
work are reported in D4.5.
◼ Additional activities
While the main scope of this activity was to deliver AI from the cloud to the edge device, the
recent focus on edge computing also moves onto utilize edge for the training, for example the
federated learning. In this task, to reflect this recent trend on AI and the edge computing, a
few additional activities have taken place as the following.
-

Investigation of secure training methods on the edge device: edge can collect local
data and do the training by itself if there are enough resources, and this data feed can
be vulnerable to the adversarial attack. This activity focused on adversarial training for
the edge device, and details are presented on D4.3.

-

Investigation of semi- or un-supervised learning: it is hard to expect the data
collected on the edge device has a good labelling. This activity focuses on training
deep learning models with not labelled data for the training on the edge with locally
collected data. The details of this activity are presented on D4.3 and D4.5.

5.1.2 On Digital Twin
The main purpose of realizing a Digital twin was to enable a digital representation of any reallife situation and provide means for situational awareness. Our ambition was to create, not
only a technological asset for sensiNact IoT platform, but also a major, valuable component
for DECENTER. The project gave the opportunity to design, develop and test the applicability
of this technology on two different UCs.
The primary form of the Digital Twin had a supervisory nature, able to retrieve, store and
distribute data from physical sensors (see D4.1). The supervisory digital twin evolved to an
intelligent one, consisting of 5 advanced modules. The first module gave the ability to preprocess and monitor real time data derived, not only from physical sensors, but also from
virtual entities detected by AI methods (see D4.1). The second module graphically visualized
the data creating suitable interfaces for each UC and stored their data by exploiting
appropriate DBMS for big data and time-series (see D4.1, D4.3). The analysis and decision
making components offered an added value to the Digital Twin by analysing data in a
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streaming mode and making decisions at real-time. The decision making includes a) the
dynamic selection of which AI model to be executed based on the incoming data and b) the
generation of emergency alerts (specifications of the module can be found in D4.1 and the
integration details in D4.3 and D3.3). Our final major contribution was the creation of a
semantic and inference layer (see D4.5), by designing a general-purpose and domain specific
ontology. On the top of these ontologies a rule based reasoner is continuously inferring new
knowledge. The ontologies were able to reply to the 5-Ws questions of Who did What, When,
Where and Why, applicable to several real-life situations. The ontologies, as well as the
reasoner, are evaluated for their completeness, conciseness, adaptability and inferred
knowledge (see D5.2). The evaluation is performed on two different DECENTER UCs and
provided promising results.
The advancements of Digital Twin came along with a number of lessons learnt. First,
monolithic solutions should be avoided, while flexible and modular architectures are essential.
Such an architecture, followed by sensiNact, encourages the reusability only of the most
relevant components creating lighter versions able to run at the edge. Moreover, it allows their
development in an agile manner. Second, a single, centralized solution, where one partner
provides everything is counter-productive. Instead, all partners were encouraged to contribute
to the Digital Twin with their data, GUIs, decision making processes and at the same time
benefit by the aforementioned modules provided by sensiNact IoT platform. Third, several
ontologies already exist contextualizing a wide range of real-life situations. A first attempt to
manually map the most well-known ontologies (SAREF, IoT-Lite) to the ones designed by
Kentyou has already started. Although this work is necessary for bridging the gap between
the Internet of Things (IoT) and the Web of Things (WoT), it is time consuming and requires
high human effort and cost.
As future work, Kentyou plans to reduce the effort of ontology matching. For this purpose,
unsupervised machine learning techniques will be explored for automatically grouping
together entities with high semantic similarity belonging to cross-domain ontologies.

5.1.3 On Cross-border data management
The motivation behind task T4.3: Cross-border data management was to describe new
mechanisms for regulated, policy based cross-border data management. The main focus of
this task was to provide data management based on the essential requirements of the
DECENTER use cases. Within DECENTER, the cross-border data management scenario
assumes that the Big Data pipeline may start at one service provider (e.g., camera owned by
the municipality of Trento, Italy) and can proceed through secure (e.g., encrypted) Internet
channels towards the other processing application stages, which may be implemented in other
administrative domains, for example, private or public Cloud providers in Slovenia, and
extended further to Cloud providers in Seoul, Korea. Hence, the term “border” in the context
of our work refers to any administrative, organisational policy or government regulation in
which data should pass. As a result, the process must abide to various specific policies and
regulations, requirements for certification, permissions, including personal permissions and
preferences.
The goal of this task was therefore to analyse, design, develop and deploy specific crossborder data management mechanisms that enable the participating entities control all aspects
of the data transport and management when it comes to their administrative domains.
Apparently, the requirements extracted by specific parties taking part in a data management
scenario may be too hard in which case it may prove impossible to establish the required
quality of cross-border data management and transport.
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Throughout the lifetime of this task, the DECENTER consortium has successfully finished the
following activities: (1) define the term “border” on the context of DECENTER, (2) do a
thorough state-of-the-art analysis related to technologies and approaches that may be used
to achieve cross-border data management, (3) research and develop blockchain-based
services as baseline for cross-border data management, (4) design, develop and evaluate an
exploratory scenario to investigate the ability to manage trust as an important attribute to AIbased fog computing applications, (5) designed an architecture that provides transparent and
trustworthy cross-border data management, (6) research, analyse and translate existing
regulations (i.e. GDPR and PIPA) into smart contracts’ logic, (7) integrate the developed
services in DECENTER use case 3.
The activities within T4.3 managed to achieve the following:
◼ Prepared a list of trust attributes in what it concerns cross-border data management
in the context of the DECENTER’s Fog Computing Platform. The key aspects and
attributes to trust that are important for smart applications and environments were
analyzed.
◼ Key data protection regulations (i.e. GDPR and PIPA) in the EU and Korea were
considered in the context of cross-border data management. The cross-border AI
model management scenario has been complementary updated to comply with the
GDPR and PIPA regulations.
◼ Several Multi-Party Smart Contracts were designed to serve as basis for the
implementation of mechanisms for Multi-Party data governance
◼ Specific use case for AI models cross-border management was developed,
implemented, and tested. The use case was used to evaluate and test all the
software components that were developed in the scope of the research and
development activities for the cross-border data management scenario.
◼ Several blockchain-based mechanisms were designed and developed to serve as
basis for the implementation for cross-border data management. Hence, multi-party
Smart Contracts and Smart Oracles were prepared to provide a safe, secure, and
trustworthy operations over AI-models in the cross-border scenario.
In conclusion T4.3 has been successfully finished and it has delivered excellent scientific and
technical results. The outcomes of this task have been described in detail in DECENTER
deliverables D4.2 and D4.4, as well as in few papers.

5.1.4 On AI Application Design
The main goal of Task 4.4, entitled “Use-case specific AI solution design”, is the definition of
the use case applications that make usage of Artificial Intelligence techniques in order to
support the pilot’s deployment. What’s more, how these applications use those AI techniques,
how they exchange information with other applications and between the cloud and the edge,
or what APIs these AI applications offer, are also defined within the scope of this task.
So as to support the design of these applications, the task provided with a reference
architecture which includes what the main building blocks of this architecture are, as shown in
Table 7 defined in DECENTER D4.1, along with what the main functionalities of an AI
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application are and how they are mapped into microservices, which offer the API that grants
usage of the AI models.
Table 7. Solution building blocks of AI (D4.1)

Solution building
block type

Description

AI Model

A trained model (either a deep neural network or other ML).

AI Method

An entity serving the inference of a trained model (runs the model on the ML
engine).

AI Service

An entity serving a certain AI function (model serving layer) based in an AI
Method.

AI App

An entity invoking AI Methods to provide AI functionalities to the end user.

AI Application Service

Set of AI functionalities delivered to an end user.

In DECENTER’s D4.1 (delivered in M12), it was initially described this reference architecture,
taking into consideration the use case needs. Within this definition, the goal was to make AI
models available through appropriate APIs (exposed as AI services) and combined in ML
pipelines (invokable workflows) designed to be edge-/cloud-agnostic, trying to overcome
current technology restrictions that make it difficult to exploit AI in today’s market. One of the
views of this reference architecture can be observed in Figure 29, but details can be obtained
in D4.1.

Figure 29. Reference architecture for AI applications, functional view

Then, this architecture was updated in MS4.1, towards the final definition of the use casespecific AI solutions in D4.3 (delivered in M24), where each use case AI application received
an architectural design described in three different views: process view, application
components view, and deployment view. Examples of these views can be observed for
different use cases in Figure 30, Figure 31 and Figure 32.
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Figure 30. Process view of UC1 AI Application

Figure 31. The Application Components view in UC2
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Figure 32. Example of deployment of UC4 containerised microservices on Kubernetes-based Fog Platform

The final implementation of these solutions is reported in DECENTER’s D4.4 (delivered in
M30) where, in addition to this, this task also provided a detailed comparison of the
DECENTER Model Serving approaches against the Kubeflow11 framework.
All in all, it is clear that this task filled all its objectives in a detailed and comprehensive manner,
as it can be appreciated in all the deliverables of WP4. Undoubtedly, this task provided a solid
and useful architecture for the design of AI applications, where it is covered all the end-to-end
process from creation to deployment. Hopefully, this design patterns can be re-used by future
research and innovation projects where the design and/or usage of AI applications is of
relevance. What’s more, these architectural patterns shall be updated in these future projects
as AI and the infrastructure technology evolves.
◼ Additional activities
As in T4.1, we have investigated how DECENTER can help utilization of edge computing for
training. In this task, we have applied our DECENTER building blocks for the implementation
of the Federated Learning (FL). In FL, it needs management of model exchange between FL
Worker nodes and the Master nodes, along with allocation of proper resources for them. We
have applied resource management and AI Model Repository of DECENTER for the FL
implementation, which results in optimized resource usage. Details of this activity can be found
on D4.3.

11

https://www.kubeflow.org/
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5.2 Summary on Technical Solutions
The technical solutions that are developed in the scope of WP4 are updated and given on
table 8.
Table 8. Solutions developed under the scope of WP4.
Building Blocks
AI Optimization methods

Description

Application in UCs

AI model optimized to use less
computing resource, to make it
suitable for edge devices. DECENTER
has investigated the following methods

The AI optimization methods are useful in use
cases where small resources such as embedded
devices are used.

•

Model Split method

•

Intermediate Data Compression

•

Model Pruning

•
Digital Twin

Quantisation and binarisation

The data which have been fed or
generated by an AI microservice are
stored and analysed to Digital Twin
representation and semantic
representation of data. The relations
between data are analysed and
provided to the user as a knowledge
base. User can access those data to
present Digital Twin application.

UC1: The methods can be used for building
lightweight AI models to be deployed on the edge
devices in roadside.
UC2: The methods can be used for building
lightweight AI models to be deployed on Robots.
UC4: The methods can be used for edge devices
which is connected to a camera.
UC1: The road condition can be presented with
Digital Twin. More details on semantic
relationship between the entities can be provided
as well.
UC2: The status of warehouse and robots can be
presented with Digital Twin, along with semantic
representation of entities in the warehouse.
UC3: The status of construction site and semantic
relations between the entities can be presented
with Digital Twin
UC4: The occupation of meeting rooms and
relevant information can be provided with Digital
Twin.

Cross-border Data
Management

DECENTER AI Package

Blockchain based cross-border data
management components and AI
Model Repository provide means for
trustworthy AI model management for
AI service. It exploits Blockchain
technologies (Smart Contracts and
Smart Oracles) to guarantee
trustworthy, transparent, and traceable
access and data management.

UC3: The AI model to identify worker in a
construction site can be deployed only to the
authorized resources with this method.

DECENTER AI package provides
interface sets to configure and control
the AI methods in a container. The
structure and interfaces are defined to
be able to host various kinds of AI
methods, for example image, video or
audio. Also the interfaces are
extendable to deal with various
requirements from different kinds of AI
services to be implemented.

ALL UCs: All the AI methods from each use case
can be containerized with DECENTER AI
package. This enables easy configuration and
management of running AI methods.

UC4: The AI models to identify membership of a
person can be deployed only to the authorized
resources.

Running AI on the edge is getting more and more focus and there are many kinds of demands
from various domains. There has been a lot of development on utilizing edge computing for
the AI other than DECENTER during the project period. The platforms from ICT companies
have been evolved for edge resource utilization and there are similar research from academy.
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We have compared DECENTER to a few of them from various viewpoints to see the
relationship.
◼ AI serving framework: From model-serving to AI application-serving
TensorFlow Serving is a module of a TensorFlow platform to serve a deep learning model with
HTTP or gRPC interface. This is kind of a reference implementation of serving a trained model.
You can request an inference by sending data to be analysed to a REST API. However, you
cannot send the raw data to that. The input and output of the TensorFlow Serving are identical
to them of a model being served. It means that you need to pre-process the data before
delivering it to the TensorFlow Serving.
DECENTER AI Package provides the APIs on the application level, rather than the model
level. It means that you can deliver the data to be analysed as it, without any pre-processing.
The DECENTER AI Package will process the data, analyse it with the model, and deliver more
human-readable result. This can be a beneficial to build a distributed AI service, mostly for the
real-time processing such as video. With TensorFlow Serving12, it needs to capture the frame
from a video, resize it and turn it to a matrix or an array before sending it. DECENTER can
receive the video stream itself or captured frame.
◼ Model Repository: From file repository to a query in a secure way.
Model Zoo13 is one of the most common implementations of the model repository. The trained
model can be uploaded there to make it accessible to users. However, here the Model Zoo
works as a file repository. You need to know the exact URL to download the model and how
to use the downloaded model before. Moreover, you cannot control the access of the Model
Zoo. Anyone can access the model in there.
DECENTER AI Model Repository provides methods to register and query an AI model with
metadata. Instead of using URL, you can simply query to the DECENTER AI Model Repository
with metadata including name of a model, version, compatible platform, etc. The query will
return URL where you can download the model. DECENTER provides secure methods for
accessing a model in the AI Model Repository with BlockChain technology. Our data
management platform can manage the access grant reflecting various conditions such as
location or regulations.
◼ From stand-alone edge to the Federated edge
Nvidia is one of the leaders in the GPU cloud area. Not only it provides the GPU hardware, it
also provides cloud and cloud-native AI applications for their own devices. Hundreds of AI
containers can be found on their web site, for various applications including object detection,
image classification and audio processing.
DECENTER provides a few features that can work with this Nvidia solutions. The containers
provided in NGC are stand-alone package, which means that those applications do not provide
any interfaces. By applying the DECENTER AI package to those sample containers of NGC14,
we can make them able to communicate with each other, to be suitable to use as a

12

TensorFlow Serving, https://github.com/tensorflow/serving
PyTorch Model Zoo, https://pytorch.org/serve/model_zoo.html
14 NGC Container, https://ngc.nvidia.com/catalog/containers
13
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microservice on federated resources. Moreover, DECNETER can use their resources to
support heterogeneous resources other than it from Nvidia, for example, Coral TPU.
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