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Executive Summary 

This deliverable presents the results of the work done by the first year (Y1) of the DECENTER 

project in the second Work Package (WP2). This Work Package focused on “the definition of 

use case scenarios, a novel architectural solution and business models that implement the 

DECENTER concept”, as defined in the grant agreement.  

The activities which have been active during the Y1 aim at the definition of the Use Cases, the 

architectural design, carried out in task T2.1 (Use cases, requirements and system 

architecture) and on the definition of resource models for the system, specification of service 

level objectives and definition of SLA models, carried out in T2.2 (Resource models and 

SLAs). These two activities last until the second year (Y2) of the project, thus the results shown 

on this deliverable report the first iteration on this work. 

The aforementioned activities resulted in three fundamental outcomes:   

1. Definition of four Use Cases. The deliverable highlights the necessity of each Use 

Case, but also the completeness of all of them, in demonstrating DECENTER’s 

key innovations. Particularly, the analysis of the Use Cases requirements reveals 

the limitations of the existing Artificial Intelligence (AI), Cloud and Internet of Things 

(IoT) technologies and indicates the benefits derived by DECENTER. 
2. Definition of service quality level objectives and Cloud-to-Things resources. A 

uniform model is defined in order to allow developers, operators of services and 

service users to specify their needs regarding quality of service expectations. 

Moreover, a unified model is designed in order to describe heterogeneous 

resources characteristics and facilitate their exploitation in different deployment 

cases. Finally, the utility of the aforementioned models is demonstrated by using a 

real-life example, derived by Use Case 3.  

3. Design of DECENTER’s preliminary architecture. This deliverable discusses the 

fundamental components of the architecture. Moreover, it illustrates how the 

requirements of the Use Cases are integrated and associated with the architecture.  

The work presented in this deliverable is used as feed for the rest of technical work packages 

(WP3, WP4, WP5). Further advancements and justifications of design decisions, regarding 

any of the above three points, will be reported in the next deliverable D2.2.  
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1. Introduction 

The present deliverable summarizes the work done in the Work Package 2 (WP2) during the 

first 12 months of the project, and provides an overview of the initial data that has fed the work 

on WP3, WP4 and WP5. In future iterations, the information provided in this document may 

be extended with the lessons learned from the interaction with other Work Packages. This 

document provides: a detailed description of the four different Use Cases (UC) used in the 

DECENTER project; an analysis on the literature on Service Level Agreements (SLAs) for 

Cloud and Edge/Fog platforms; a proposal for modelling the resources contemplated in the 

project; and an initial architecture. The remaining of this document is as follows. 

Section 2 presents the 4 Use Cases considered in the project, which come from a wide 

application spectrum: smart city crossing safety, robotic logistics, smart and safe construction; 

and ambience intelligence for safety at home. In this section, the UCs are elicited, which 

allows, through an analysis of requirements, to extract the main needs which have the real-

life users of the platform. The analysis of requirements is carried out from a two-fold method: 

First, we used a top-down approach, where user needs and preferences are transformed into 

refined functional and system requirements (Section 2.2). On a second iteration, the top-down 

approach is followed by a bottom-up analysis, which results into a unified and consolidated 

view of the various UCs requirements (Section 2.3).  

Section 3 describes the main models needed in a project of these characteristics, based on 

the analysis of the UCs performed in Section 2, and has two main goals. First, it provides an 

evaluation of existing SLA models for Cloud and Edge platforms. With the lessons learned 

from this analysis, we specify the Service Level Objectives (SLOs) for DECENTER- the 

minimum quality expected from the different actors according to certain performance 

characteristics -, with a special emphasis on the provided Use Cases. Second, we analyse 

the State of the Art on resource modelling in the Cloud-to-Things continuum, and propose an 

initial scheme for resource modelling of the main resources involved in the platform and how 

they relate to the SLAs. 

From the work in the two previous sections, we worked on a software architecture that 

matches the requirements from the UCs and incorporates the models extracted. Section 4 

provides an evaluation of the potential advances in Edge/Fog platforms and gives a 

preliminary overview of this architecture, which consists of three main layers: Infrastructure, 

Platform and Application. 
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2. Use Cases Analysis 

2.1 Use Cases 
This Section elicits the four Use Cases used in the project, which have been chosen due to 

their representation of real-life users of the platform from different yet complementary contexts. 

Each one of these UCs is necessary for our analysis, since it is demonstrating a different set 

of DECENTER’s key innovations. Moreover, the four UCs are enough for providing an 

overview of DECENTER’s advancements and outcomes.  

Before introducing the area of innovation of each UC, we summarize in Table 1 the main 

research and innovation actions of DECENTER. The innovation points below are those 

described in the Grant Agreement and appear in the website. However, these points will be 

further refined, e.g. including Digital Twin,  in the next deliverable D2.2. 

Table 1 Research and Innovation of DECENTER 

Key 
Innovation 

Research & Innovation Description 

Fog Fog Computing Platform 
to orchestrate Cloud-to-
Edge resources 

DECENTER will design and develop a robust and 
secure Fog Computing Platform, based on 
existing Open Source frameworks that provides 
application-aware orchestration of resources and 
zero-touch provisioning of Microservices for 
Artificial Intelligence applications based on their 
specific requirements and described by means of 
Quality of Service models. 

Blockchain Blockchain-based 
framework fostering 
cross-border dynamic 
binding of resources 

DECENTER relies on a framework that catalyses 
offer and demand for Edge resources. The 
innovative solution is based on Blockchain to draft 
and seal Smart Contracts, monitor their fulfillment 
and grant rewards. 

IoT  Smarter Internet of 
Things fabric 

DECENTER enriches Internet of Things platforms 
with more intelligent features able to cope with the 
data deluge coming from multiple data sources 
including audio and video capable devices with 
built-in Artificial Intelligence algorithms for feature 
extraction, application-aware data filtering 
reducing impact on the use of the network. 

AI Hybrid decentralized 
Artificial Intelligence 
models exploiting 
DECENTER’s novel 
infrastructure 

DECENTER evolves decentralized Artificial 
Intelligence models that become possible with a 
more reactive and flexible resources 
infrastructure, unlocking a huge potential for 
innovative applications. Among others, this 
innovation will address the needs for data locality 
and time-critical aspects of the Big Data problem. 

 

Table 2 introduces the four UCs and indicates their main areas of innovation, with respect to 

DECENTER’s area of research and innovation (see Table 1). Table 1 does not provide an 

extended list of all innovation points for each UC. However, it gives an intuition for a) the area 

of research and b) the demonstration’s expectations for each UC.  A more detailed discussion, 

regarding the innovation of each UC, can be found under each UC’s dedicated section. This 

discussion will be extended in D2.2. 
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Table 2: UCs and their innovations in the DECENTER project 

Use Case Key Innovation 

Smart city crossing safety (Section 2.1.1) 
 

AI, Fog, IoT 

Robotics logistics (Section 2.1.2) 
 

AI, Fog, Blockchain 

Smart and safe construction (Section 2.1.3) 
 

AI, Fog, Blockchain 

Ambience intelligence for indoor safety (Section 2.1.4) 
 

AI, Fog, IoT 

 

In the next sections, a detailed description of each UC is provided, regarding their main actors, 

business goals, preconditions, assumptions and constraints. Last but not least, the 

fundamental building blocks are discussed in order to achieve the realization and 

demonstration of each UC. 

2.1.1 Smart City Crossing Safety  
According to the most recent Eurostat data [6], road accidents involving pedestrians are still a 

main problem to tackle in European cities, representing a significant share of injuries and 

deaths in the road. Indeed, in the year 2015, 5435 pedestrians died in road accidents in the 

EU, representing a 21% of all road fatalities. Pedestrians are nowadays more easily distracted, 

given the increase of information coming at them from different sources. The best example is 

the use of smartphones while walking, a common type of distraction which leads into road 

accidents [6].  

Improving the citizen’s safety in crossroads is of particular importance for various 

municipalities, and also a main concern in the European Union with multiple common efforts 

to improve the quality of the infrastructures [9, 10]. The objective of this Use Case is to 

increase the pedestrian crossing safety by leveraging the IoT and Edge infrastructures in a 

smart city. This approach focuses on equipping a number of pedestrian crossings with IoT 

devices existing on the market, that enable monitoring of pedestrians intending to cross the 

road. The objective of this Use Case is to spot any potential dangers that might be putting the 

pedestrians’ safety at risk and provide means for notification alerts. This UC will be 

demonstrated at the Municipality of Trento.  

Table 3 summarizes all the different scenarios to be studied for this Use Case. Moreover, for 

each scenario, it provides the main user requirements along with the advancement and 

excellence achieved by using the DECENTER platform. 

Table 3 Excellence for each scenario of UC1 

No Title Description Excellence 

1. Smart 
city 
crossing 
safety 

When a pedestrian or a 
cyclist wants to cross 
the street, the system 
has to identify 
potentially dangerous 
situations such as fast 
car approaching, noise, 
reduced view due to 
rain, fog, snow, 
obstacles and generate 

This is a time-critical scenario with privacy 
concerns, which takes advantage of 
DECENTER’s innovations: 
- Exploit the data locality and perform timely 
actions at the edge  
- Preserve time but also resources by training 
the AI models at the cloud, while testing at 
the edge (Fog innovation) 
- Place the components, that package the 
algorithms, in various positions (on the "cloud 
to things continuum") depending on the 
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the right alert by 
preserving privacy. 

calculation / performance requirements, using 
DECENTER vertical resource orchestration  
- Thanks to the digital-twin is possible to 
elaborate a model of the current situation at 
the crossing preserving privacy, because the 
AI extracts only the outline of the images.  
 
The issue that we aim to address with 
DECENTER work is how to manage 
workload of AIs (i.e. object recognition, 
events generation and situation 
management) which are distributed at 
different edges, so that performance is not 
degraded by the constraints of underlying 
infrastructure. 

 

2.1.1.1 Main Actors and Roles 

The actors using the system in this Use Case are:  

• Pedestrians/Cyclists, which are to benefit the most from improved safety on crossing 

and whose safety is the main concern of our UC.  

• Drivers, whose behaviour can be influenced by the notifications the system will 

produce. Also, they will benefit from this solution because they can avoid accidents.  

• Mobility Office [11] of the Municipality of Trento, the office in charge of managing the 

Mobility Urban Plan, traffic and public transportations. Mobility Office will be able to 

improve the security of the pedestrians crossing aiming for better statistics obtained 

through the envisaged smart crossing system.  

 

2.1.1.2 Business Goal 

In 2010 Municipality of Trento introduced the Urban Mobility Plan that has a section completely 

dedicated to pedestrians and cycling path [37]. 

According to the analysis made in 2015 on "Commuting in Trento" [7], 3.6% of the inhabitants 

of Trento use a bicycle for commuting to school or to work. These commutes represent a 

significant share of the accidents in the city of Trento, with an average of 72 accidents per 

year, involving bicycles, as studied by the community of Trento [8]. The statistics do not count 

the number of potential situations and accidents that happen.  

This Use Case will be tested in the region of Vela (nearby Trento), and the results obtained in 

this small-scale demonstration will be ported to other more critical/most congested crossings. 

We expect that those deployments will reduce the number of dangerous situations and 

therefore are of great interest for the Municipality of Trento (because of the costs associated 

with those reduced occurrences).  

Our goal is to prove that our UC will be important for a safe crossroad and collecting data 

about the scenario of pedestrian and cyclist crossing will help to contribute to the technology 

for a better accuracy of foreseen dangerous situations and prevent accidents.  

 



 

10 
 

2.1.1.3 Preconditions 

For a correct implementation, the Use Case has been assumed to meet the following 

preconditions: 

• Exists a suitable IT infrastructure availability; that is, the infrastructure allows 

connecting devices to network and power supply, roadside cabinets, etc. 

• The permissions to access data from the crossing installations is obtained before 

testing, and the works contractors are identified. 

• The stakeholders comply with the different laws and safety policies, including 

knowledge about speed limits in the area, suitability of actuators (i.e. alert sound / light 

within given regulations etc.), and the respective stakeholders (mobility office) have 

interviewed with the local police. 

• The maps and topology of the crossing site are available to the developers. There is 

also available an access point for internet and power supply near the crossing. 

• The actuators used in the system are non-invasive. In particular, it is necessary to 

ensure that the sight of actuators towards drivers and pedestrians are clearly 

separated.  

 

2.1.1.4 Detailed Scenario and Building Blocks 

When a pedestrian or a cyclist is about to cross the street, the system will identify potentially 
dangerous situations such as fast car approaching, noise, reduced view due to rain, fog, snow, 
obstacles and generate the right alert. 
In this scenario, the system has to create a digital twin representation of the pedestrian 
crossing - a virtual representation of the physical reality, which includes the involved actors 
such as the pedestrians, cyclists, cars, etc, as well as extra information concerning their 
between distance and potential alerts. Figure 1 illustrates the information available by the 
digital twin, as well as the data flow of the Use Case.  
The system will be interfaced with actuators deployed in the real environment to generate the 

needed notifications for the pedestrians, cyclists and drivers involved in a dangerous situation. 

This image consists of two independent subsystems: 

a. one running in the background, to which we will refer in this document as Crossing Alert 

Level Assessment (CALA), dedicated to a continuous assessment of the danger levels of 

the crossing; and 

b. another one - referred to as Imminent Danger Notification (IDN), dedicated to raising the 

audio and visual alerts in case of dangerous events at a particular moment in time.  

 

Figure 1  Data Flow of UC1 
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Depending on the type of crossing and the type of potential danger (CALA) we will classify the 

crossing according to 3 levels (within the deployed system): 

● RED ALERT: the most dangerous, when there are many pedestrians near the 

crossing, a heavy traffic situation and / or particularly dangerous conditions related to 

weather. In this situation, “invasive” alerts (i.e. high intensity flash light, high volume 

audio of the audio messages…) will be triggered. This situation requires a near real-

time response and, at the same time, large computational capacity. Also, given the 

seriousness of the situation, the privacy of data is of lesser importance than the 

quickness of reaction. Therefore, the system should identify the best resource on which 

this computation can be run, potentially a nearby Cloud. 

● YELLOW ALERT: a dangerous situation with a medium danger detected CALA. It 

triggers less “invasive” alerts upon potential dangers (i.e. less intensity of the flashing 

light, less volume of the audio messages). Given that the situation does not have the 

same urgency of a RED ALERT, the system should prioritize the privacy of data, while 

still providing a fast response, being preferred the computation on the Edge 

infrastructure managed by the mobility office.  

● GREEN: no danger situation has been identified. No alerts are triggered. In this 

situation, the privacy of data is of the highest importance, thus all the computation 

should be run in the Edge infrastructure managed by the mobility office. 

The "digital twin" of the crossing will always represent one of these 3 states. IDN related 

algorithms and will produce punctual notifications, meant to avoid accidents (i.e. exposing all 

those situations where there seems to be unawareness from pedestrians and / or drivers of a 

danger ahead). 

The AI models that process all these data have to be maintained and improved in the backend, 

and redeployed periodically based also on the situations that happen in the real case study. 

2.1.1.5 Assumptions 

• All the monitoring devices are optimally placed and withstand bad weather conditions 

(wind gusts, rain, humidity etc.)  

• All the devices (both monitoring and alert) are connected to or via cable or via Wi-Fi 

• All the devices are connected to a power supply and correctly configured 

• At least one model of the pedestrian crossing is created 

• There is good and enough bandwidth between the devices and the edge infrastructure. 

2.1.1.6 Constraints and Barriers 

• The deployment of monitoring and alert devices on the roadside require specific 

permissions, which need to be obtained from the government.  

• The inherent privacy of the data retrieved from the monitoring devices are subject to 

regulatory privacy-preservation checks, which need to be agreed with the Municipality (i.e. 

if OK to have CCTV type of recording) if video recordings are not made public and related 

to recording only the object shape of the object in the image (i.e. used for system design 

and refinement only). 

2.1.1.7 DECENTER Innovation 

Table 4 summarizes the requirements of this Use Case and discusses the limitations that the 

current Fog/Blockchain/AI/IoT domains exhibit. DECENTER aims at overcoming these 
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limitations and thus facilitating the realization of the Use Case. For each limitation, we present 

DECENTER’s key innovation on AI, Fog, IoT, Digital Twin and Blockchain. Moreover, we 

present the architectural layer directly associated with the key innovation. This association will 

be further discussed and analysed in the next deliverable D2.2. Last but not least, for each 

requirement, we provide a reference to its definition, which can be found in Section 2.2. 

Table 4 Contributions in Fog/Blockchain/AI/IoT domains, UC1 

Requirement Current Limitations Innovation Architectural 
Layer 

Smart crossing must 
support detection of 
vehicles and persons 
by preserving 
privacy. 
NFR_UC1_007 
 

The Cloud is 
considered not to 
correctly preserve 
privacy, given that 
private data are is 
travellingsent to a 
third- party 
infrastructure (Cloud 
provider) 

(AI) With DECENTER it 
is possible to do these 
operations and preserve 
privacy based on 
enhanced Cloud-Edge AI 
Model 

Platform layer 
Application 
layer 

More than 5 types of 
objects should be 
identified (for 
example: car, bus, 
truck, person, bicycle, 
motorcycle etc.) 
FR_UC1_001, 
FR_UC1_002, 
FR_UC1_003, 
FR_UC1_004, 
FR_UC1_005, 
FR_UC1_006 

The system must be 
able to identify 
detailed 
environmental 
conditions (i.e. day, 
night, visibility, 
temperature, wet, 
frost etc.) 
NFR_UC1_007 

Data fusion - the 
process of integrating 
multiple, 
heterogeneous data 
sources to produce 
more accurate 
information - is 
challenging even for 
modern systems 

(IoT, Digital Twin) Sensor 
data can be analyzed 
together with information 
coming from video 
streams increasing the 
robustness of the IoT 
sensed data 
interpretation outcome 

Infrastructure 
layer 
Platform layer 
Application 
layer 

The system has to 
trigger alert in less 
than 500 milliseconds 
FR_UC1_008, 
FR_UC1_009, 
FR_UC1_010, 
FR_UC1_011 
 

The Cloud cannot 
keep data locality 
and time criticality, 
given that data need 
to travel to the Cloud 
infrastructure. 

(Fog) With DECENTER 
is possible to trigger 
actuators and generate a 
prompt alert using AI 
Model deployed at the 
edge 

Platform layer 

The system must be 
able of classifying the 
crossing conditions 
according to risk 
levels - latencies less 
stringent <5s 

Updating smart 
pedestrian crossing 
system with latest 

The lack of a shared 
Cloud-Edge platform 
does not allow 

(Fog) With DECENTER 
is possible to update any 
“smart pedestrian 

Platform layer 
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software releases in 
few seconds 
FR_UC1_008 

profiting from both 
technologies 
whenever necessary 

crossing station” 
remotely and all in one 
time in few seconds 
using Enhanced Cloud-
Edge AI Model 

 

2.1.1.8 Demonstration 

Tests will be carried out in Vela, a smart city test deployment near Trento, Italy. The Use Case 

will include: 

• 2 HD Cameras. In each side of the road 1 HD camera will be oriented to the crossing 

paths. The number of cameras is based on a normal way (1 lane for each direction) 

• 2 MEMS microphones, 1 for each side of the crossing in order to analyse the sounds 

coming from the street. The number of microphones is based on the assumption that 

each street has one lane per direction (thus 1 microphone per lane) 

• A weather station, for real time weather conditions’ data 

• An Edge box (mini-PC) that can support Wi-Fi and cabled connections 

Figure 2 illustrates the aforementioned concept.   

 

Figure 2 UC1 Concept 

During the trial, the system will have to run the following tests: 

1. Tests of Cameras and AI: 

a. Identify a person 

b. Identify a car 

c. Identify a disable person 

d. Identify a cyclist 

2. Tests of the Microphone and AI: 

a. Estimate the distance of a car 

b. Recognise noise 

c. Identify the right direction of a sound 

d. Identify "standard" alarms such as police, firefighters 

3. Crossed tests with a combination of the previous tests:  

a. Car approaching with a person near the crosswalk 

b. Car approaching with a disable person near the crosswalk 

c. Car approaching with a cyclist near the crosswalk 
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d. Car approaching with some noise in background or in a situation of reduced 

view (due to rain, obstacles, fog,..) 

4. Generate alerts 

a. Generate alert in case of “yellow alarm” (trigger lights) 

b. Generate alert in case of “red alarm” (trigger lights and sound signal) 

 

Field trial  

The field trial will be carried out in the Smart City Lab of Trento, in Vela. In this lab, a crossing 

path will be used with no traffic lights. 

In this field demonstration users will be involved, in order to provide a more realistic UC, always 

ensuring their safety. The testing will be divided in two phases: 

• In the first 3 months of the trial, the data will be recorded and stored in order to 

elaborate a new version of the model that will be redeployed. Also, an analysis on 

the correctness of sensors and actuators will be done. 

• At the end of the test phase, there will be the final evaluation in order to deploy a 

replication plan for other crosswalks in the city centre of Trento. 

 

2.1.2 Robotic Logistics  
A large number of organizations accommodated in small buildings require moving vast 

amounts of material through hallways, on elevators, in basements, and to customer/patient 

units. Most times, this process requires for these companies to reserve a significant amount 

of their budget for hiring manual labour workers. 

To automate these tasks, companies are increasingly moving towards the use of logistic 

transporting robots. Logistic transporting robots are used on big hospitals, malls and industrial 

areas, but there is not any cost-effective autonomous logistic robotic system really adapted to 

small warehouses or medium sized industrial facilities. Robotnik1 specializes on providing 

these services to companies. 

Within the domain of a logistics installation in a warehouse, where a fleet of robots is 

responsible for the internal transport of goods, there is often a centralized system managing 

and dispatching all the movements and actions of the robots: the Fleet Management System 

(FMS). This FMS has a known static map of the environment through which calculates the 

routes that robots can and should follow. From the side of the robots, they are passive 

assistants within the system waiting for the FMS orders. In fact, these robots have cameras 

and sensors on board but the unique information that is transmitted from robots to the FMS is 

related with the internal status of the robot: the position, the status of the battery, the status of 

the motors, etc. Applying strategies from the field of Artificial Intelligence, it is possible to obtain 

additional semantic information from the cameras of robots such as locked corridors, quantity 

of objects or stored material, state of other robots, people, etc. and inform to the system about 

this. 

The goal of this UC is to create a new layer of information that crosses from the side of the 

robots to the side of FMS, to add new information to the system, to improve the management 

of the fleet and also to provide new information related with the status of the warehouse.  

 

1 https://www.robotnik.eu/ 
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Table 5 summarizes all the different scenarios to be studied for this Use Case. Moreover, for 

each scenario, it provides the main user requirements along with the advancement and 

excellence achieved by using the DECENTER platform. 

Table 5 Excellence for each scenario of UC2 

No Title Description Excellence 

1.  Detect 
person/ 
robot/ 
obstacles 

Inside a warehouse, a 
robot is moving goods 
from one side to 
another one and it 
detects an obstacle in 
its path and it stops. 
The system will identify 
that the obstacle is a 
person, another robot 
or anything else. Based 
on this information, the 
map of all the robots is 
updated and the path 
planning for the future 
missions of the robots 
is optimized. 

This is a time-critical scenario that is taking 
advantage of the AI Key Innovation of 
DECENTER, by exploiting the data locality and 
performing timely actions at the edge. 
Moreover, UC2 will leverage blockchain 
technology and smart-contracts to ensure a 
trustful resource acquisition.  

 

Robotnik trusts on DECENTER in order to provide a faster response to the robots. Given that 

offloading computation in the Cloud adds an unmanageable latency to the robots, DECENTER 

will reduce this latency by using Edge computing resources whenever it is possible. 

Furthermore, the interests of Robotnik on DECENTER is ensuring that the different edge 

infrastructures managed by Robotnik can be shared among users, which would allow Robotnik 

to reduce costs and improve the privacy of data by not having to lease resources outside its 

managed infrastructures 

2.1.2.1 Main Actors and Roles 

The actors using the system in this use case are:  

• Warehouse owner, which represents the company hiring the Robotnik’s services. Its 

iteration is purely legal and do not represent an actor in the flow diagram. 

• Warehouse workers (workforce). This is the physical workforce and performs all the 

tasks which cannot be performed by the robot (e.g. act upon alerts). The robots are 

constantly aware of them while in the vicinity and are designed to act safely around 

them. 

• Warehouse supervisor. This actor represents the main user of the system. The 

supervisor interacts with the system for planning the tasks of the robotic fleet and be 

the first one to respond to alerts. 

• Robotnik. Represents the stakeholder owning the robot and the edge infrastructure on 

which the service runs, and take care of their maintenance. However, it does not 

participate of the daily workflow of the system. 

2.1.2.2 Business Goal 

The main goal is to develop a new, cost-effective, robotic indoor transport solution that 

takes the advantages of the Artificial Intelligence to obtain semantic information about the 

warehouse environment that can be used to improve the entire management of the 
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warehouse.  

This use case considers the deployment of edge computing resources together with robot 

teams in a warehouse. The challenge is to provide to robots the possibility to derive 

computation to the edge or to the cloud to free computational load locally and to offer new 

methodologies based on the information gathered all the robots. 

Offering a solution to this problem would open a wide range of possibilities at the hardware 

level (increasing the number of sensors installed on the robots, increasing the resolution and 

sampling frequency of the sensors, reducing the minimum processing capabilities of the 

robots...) and software level (offer algorithms based on artificial intelligence, offer methods 

based on global knowledge of robots, ...). 

The DECENTER-based solution allows Robotnik to monitor, control and coordinate a fleet of 

two or more robots based on information provided individually to let them accomplish a certain 

transport task and, in turn, collect information about the environment that allows greater 

knowledge of the state of the warehouse in real-time. Furthermore, due to the ability to offload 

computation between edge infrastructures, the infrastructures managed by Robotnik can be 

used more efficiently, while reducing costs of offloading data to external Cloud infrastructures. 

2.1.2.3 Preconditions 

For the use case to be developed correctly, the following preconditions have been assumed: 

• Robots are available. 

• Sensors of robots are ready. 

• Communication with devices outside the robots is available. 

• Robots can localize and navigate individually in the environment. 

• Robots can perform the following commands: 

o Go To any position x, y, theta on the map 

o Pick a cart 

o Place a cart 

o Dock to the battery station 

o Cancel any ongoing command 

• DECENTER platform control the robots by using the commands defined above. 

• DECENTER platform receives the final task to be achieved. 

• Basic robot services are deployed and running in the edge and cloud environments. 

• There exists communication between the robots and the edge environments. 

• There exists communication between the edge and the cloud environments. 

• Availability of an indoor map, built by the robots. 

2.1.2.4 Detailed Scenario and Building Blocks 

In the typical scenario, the robotic indoor transport solution will support the following needs: 

• Assistance. Robots will perform transportation tasks, moving carts/racks from one 

place to another. 

• Collective learning. Robots will be equipped with a set of sensors (RGB-D camera and 

2D laser scan) that will provide capabilities to scan the entire area of the warehouse 

and continuously share the acquired information and update the knowledge base 

(current map, unexpected items in the robot path, unexpected obstacles on the way, 

differences between current map and the real environment) with the rest of robots and 

the warehouse supervisor. 
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• Surveillance. The connected robots will be used for collecting additional safety 

information (presence of people around the robots) and notify the warehouse safety 

operator/system for any potential risk. 

• Offloading. The system uses all resources along the cloud-to-thing compute 

continuum, and should be able to offload computation from the warehouse 

infrastructure whenever it is necessary. The offloading of computation is done in two 

different fashions: 

o Vertically. If the computation requires a large amount of computation for a 

limited and defined period of time, for instance, objects detected with the laser, 

or person presence detected by image processing, then the computation will 

be run in the cloud, as shown by Figure 4. 

o Horizontally. If the computation to be offloaded needs to be run for an 

undetermined period of time and can be split in independent batches, for 

example the routes that the robots should have to follow or the update of a new 

part of the map, then the system will use the resources of a nearby warehouse 

which hosts the Robotnik’s infrastructure, as shown on Figure 5. For this 

utilization, the owner of the warehouse where the computation is being 

offloaded is compensated. 

 

Figure 3 Main UC structure 

 

 

Figure 4 Offloading of computation on the Cloud 
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Figure 5 Offloading of computation on the Fog 

• Robots are equipped with robot autonomous navigation, such as localization, map 

building and path planning relying on robots’ odometry, inertial and LIDAR sensors, 

and considering highly dynamic and changing environments. 

• The data processed by the robot may be processed locally and/or transferred to a 

central processing service (at the edge or cloud) automatically — either at a set time, 

or when a certain condition is met (the robot is stopped or idle for instance), or a 

threshold passed (the use of the robot CPU greater than 90%). 

• Basic shared robot services must be deployed as close as possible to the access point. 

Service management is Autonomic and distributed, including Replication and 

Migration. 

• The navigation and localization methods run by robots can be improved with access 

to fast processing and environmental data. 

• Coordination/cooperation between processes on-board the multi-robot fleet and those 

at the edge and cloud to support scenario reliability. 

• Actuation not only requires data gathering; it is about using it to make better decisions 

and provide real time automation to individual robots, the whole fleet and/or the 

warehouse supervisor. There will be a trade-off between: 

o dynamic and real time response to fast processing (i.e. for simulation and 

optimization tasks i.e. image recognition processes); and 

o access to vast amounts of data for simulation and algorithm optimization. The 

system is equipped with AI algorithms for facial matching (intruders) and 

objects recognition (changes in the environment). 

2.1.2.5 Assumptions 

• The Robots’ localization system works indoors. 

• The map is static; it does not change dynamically, although there might be dynamic 

components (workers, boxes, etc.) in the path of the robot. 

• There is always a path for the robot to perform the task. 

• The robot hardware is correctly configured (laser, cameras, sensors (IMU) working and 

stable). 

• There is good and enough bandwidth between the robots and the edge infrastructure. 

 

2.1.2.6 Constraints and Barriers 

The main constraint found in the use case is technical. The use case requires that the 

horizontal resource offloading is made solely across devices which are managed by Robotnik. 

This transmission will be made using wireless communication so the good performance of the 

use case depends directly on the performance of the wireless infrastructure. 
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2.1.2.7 DECENTER Innovation  

Table 6 summarizes the requirements of this Use Case and discusses the limitations that the 

current Fog/Blockchain/AI/IoT domains exhibit. DECENTER aims at overcoming these 

limitations and thus facilitating the realization of the Use Case. For each requirement, we 

provide a reference to its definition, which can be found in Section 2.2. 

 

Table 6 Contributions in Fog/Blockchain/AI/IoT domains, UC2 

Requirement Current Limitations Innovation Architectural 
Layer 

Reduce the 
computational load 
on the robots and 
perform timely 
actions 
NFR_UC2_002, 
NFR_UC2_003 

The edge has limited 
resources and the 
Cloud cannot keep 
up with time 
criticality  

(Fog) With DECENTER is 
possible to horizontally or 
vertically offload 
computation and generate a 
prompt alert using AI Model 
deployed at the edge.  
 
(AI) This is a time-critical 
scenario that requires quick 
access to data, low 
computing latency and ability 
to take timely actions. This 
UC is taking advantage of 
the AI Key Innovation of 
DECENTER, by exploiting 
the data locality and using 
hybrid decentralized AI 
models. 

Platform 
layer,  
Application 
layer 

Generate a 
collaborative map 
of the warehouse, 
using the 
information of all 
the robots 
FR_UC2_004, 
FR_UC2_007 
 

Data fusion - the 
process of 
integrating multiple, 
heterogeneous data 
sources to produce 
more accurate 
information - is 
challenging even for 
modern systems 

(Fog) With DECENTER is 
possible to collect data, 
elaborate it and generate a 
feedback to update the 
collaborative map. 

Platform 
layer, 
Application 
layer  

Provide the robots 
with the capacity to 
identify objects 
which block their 
path, distinguishing 
between people, 
regular objects and 
unidentified 
objects, while 
preserving privacy. 
FR_UC2_005, 
NFR_UC2_001 
 

The Cloud is 
considered not to 
correctly preserve 
privacy, given that 
private data are 
traveling to a third 
party infrastructure 
(Cloud provider) 

(AI) With DECENTER is 
possible to do these 
operations and preserve 
privacy based on enhanced 
Cloud-Edge AI Model. 

Platform 
layer, 
Application 
layer 

 

2.1.2.8 Demonstration 
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The testing will be carried out in simulation and in a field trial scenario. The simulation will 

validate the UC methodology using Gazebo simulation and will mimic the test to be done later 

in the field trial, including the number of robots, disposition of the objects and controlled events.  

 

The testing will be carried out both in a controlled and in a field trial scenario. Once done, the 

trial will be done on field. 

 

Design of experiment: 
For all the experiments the CPU usage will be measured when the scenario is executed 
without DECENTER platform and after applying it in order to justify the objective of offloading 
computation into other robots that are idle or into the edge or into the cloud. 

1. Case 0: 

• Without DECENTER 
A. Detect an obstacle 
B. Stop the robot 
C. Provide an alarm when the obstacle is detected 
D. If another robot is sent through the same path will stops behind the first one 

2. Case 1: 

• Detecting a person 

A. Detect an obstacle 

B. Identify the obstacle is a person 

C. Provide an alarm when the person is detected 

D. Make the robot sounds to alert the human 

E. If another robot is sent through the same path will stops behind the first one 

3. Case 2: 

• Detecting a robot 
A. Detect an obstacle 
B. Identify the obstacle is a robot 
C. Provide a methodology to avoid the collision between two robots 

4. Case 3: 

• Detecting anything else (fixed obstacle) 

A. Detect an obstacle 

B. Identify the obstacle is not a person and is not another robot 

C. Provide an alarm to the systematic 

D. Update the map of the global planner 

E. Re-planning 

F. Any robot will go through the same path until the obstacle disappears. 

 

Field trial:  

Robotnik will use their facilities to run the test. These facilities include: 

Edge device X 1 (Intel NUC computer) 

Router X 1 

Robot RB1_base X 2 (equipped with lidar and RGBD camera sensor) 

Rack x2 (structure that can be picked and placed by the robot autonomously) 
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2.1.3 Smart and Safe Construction 
Construction is a very dynamic process. Each building project is unique, and usually requires 
the collaboration of several companies and actors. Due to its very dynamic nature, it is a 
challenging engineering work to organise, monitor, and implement a construction project 
including the various safety, security, logistics, inspection and other aspects, which require 
specific information support.  

Introduction and Design Considerations 

Initially, our research focus concentrated on elaborating various scenarios for ”Smart and safe 
construction”. We explored mechanisms for information gathering, fusion and enrichment, 
which can provide intelligence during the construction process and help improve various 
aspects of the work (see Table 7). Collecting relevant information related to the construction 
process, can be used for both time-critical operations and longer-term logistic and other 
operations (e.g. ordering material, documenting the work). 

We initially considered the following possibilities for the improvement of the construction 
process: 

1. Improve safety at work by issuing notifications to the construction site manager. For each 
worker in the construction site, we identify, if she/he wears a helmet, the working suit or 
safety vest and his/her location according to identified zones. In case that there is a safety 
concern, the supervisor is being notified. With this scenario we planned to use the QoS-
aware orchestration of resources to provide scalability. 
2. Construction site surveillance. Any vehicle that appears at the entrance to enter or leave 
the construction site is identified by type, colour and number on the license plate. Any 
person who appears at the entrance to enter or leave the construction site is identified 
whether is a worker or a visitor. With this scenario we planned to show that DECENTER can: 
a) select an AI model from the repository that is suitable and possibly optimized for the 
available computational resources, b) use Smart Contracts for accessing AI models in order 
to support privacy preservation through regulations and certification. 
3. Management of resources, waste and assets; Construction monitoring. We identify the 
quantity of assets in our construction site, in order to keep tracking. In case of any changes 
of quantities, site management is notified. Equipment/tool detection, monitoring quantity of 
waste, stock/assets on the site. In this scenario we planned to demonstrate that DECENTER 
AI integration can significantly increase the reliability of monitoring resources, inventories 
and material consumption and monitoring of machinery. 
4. Working conditions. Monitoring environmental conditions of the site, such as temperature, 
wind, noise and comparison between optimal and actual working conditions on the site. 
Worker’s health, environmental protection and an early warning system in case of 
inadequate working conditions. With this scenario we intended to help maintain an optimal 
working condition along with environmental protection. Working conditions could be 
monitored using sensors and used to notify about any dangerous condition. 
 

Based on our initial considerations, we decided to use sub-scenario no. 2 and complement it 
with features of scenario 1 in order to come out with one joint scenario for implementation. 
This scenario and the innovative features that will be showcased is presented in Table 7. 

 

Table 7 Excellence for each scenario of UC3 

No Title Description Excellence 

1 Smart 
and Safe 
Construc
tion. 
 

Improve the 
construction process 
by detecting whether 
workers are wearing 
personal protective 

- Newly designed Markov Decision 
Process (MDP) method for QoS-
aware orchestration of multi-tier 
applications in Edge-to-Cloud 
resources 



 

22 
 

equipment (i.e. hard 
hats and safety vests) 
and identifying 
persons who enter the 
construction site. 

- Assurances via Smart Contracts 
based on confidence levels estimated 
by the new MDP method 

- AI methods are packed into 
containers and can be spinned on/off 
quickly based on application’s 
requirements 

- Elastic sharing of resources and 
scaling at the edge due to the use of 
the Resource Exchange Broker 

- Information-needs driven application 
orchestration based on the possibility 
of the Digital Twin to aggregate 
heterogeneous data sources 
complemented with a new algorithm 
that will drive the application 
orchestration based on information 
needs. 

- DECENTER’s cross-border data 
management technology that respects 
human rights (allowing them to give 
permissions), state regulations and 
cloud provider certification regimes. 

- The ability to use less costly off-chain 
data for trust management through 
the use of trustless Smart Oracles. 

- DECENTER’s Digital Twin technology 
will allow aggregating input data from 
heterogeneous sources. 

 

In order to implement this use case, it will be necessary to set up a video camera on the 
ground. Involved are actors (simulating construction workers, visitors) and objects (such as 
hard hat, protective vest, etc). Artificial Intelligence methods will be applied on the video 
stream in order to detect specific persons and objects and use the information to issue 
notifications.  

In summary, data and information will be collected in real time and information, signalisation 
and notifications will be provided through the use of innovative means such as smartphones. 

2.1.3.1 Main Actors and Roles 

• Smart Construction Site is a construction site equipped with cameras and sensors, 

potentially also computational resources (Fog Nodes), either leased or owned, that can be 

used to generate data and do AI processing. Based on these data various AI algorithms 

are used to issue construction process specific notifications, 

• Construction Investor/Client, Supervisor will benefit from better construction work 

tracking and will be notified about safety breaches, 

• Construction Company, the goals of which is to reduce operational costs and provide 

safe environment,  

• Construction Site Manager is a person employed by the company that coordinates  work 

at the site,  

• Worker(s) will benefit from safety at work,  

• Construction Equipment rental/lease providers supports the construction site with 

equipment, 
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• Objects: hard hats, protective vests represent equipment that will be monitored,  

• AI methods: detect and recognize people and objects, and decide when to issue specific 

notifications based on video streams and moving objects, list is pending upon first 

experiments, 

• Data sources: Camera will be used to collect raw data 

2.1.3.2 Business Goal 

The aim of the smart and safe construction application is to optimize the operation of a 

construction site by issuing notifications and at the same time provide to the construction 

workers a safer environment. Alerts and notifications will be made automatically on 

smartphones or desktop computers, laptops or tablets. Building site managers, supervisors 

and workers will be able to use information about the construction process on their desktop 

computers, laptops, tablets or smartphones. With simple and affordable technology they will 

be able to monitor their assets and resources, and receive and share information about 

hazards at the site. 

This UC shows trust on the technological push of DECENTER to make an efficient use of 

edge resources, offloading computation across edge infrastructures and reducing the costs of 

external offloading. Furthermore, the AI-native capabilities of DECENTER are of particular 

importance to this UC, to reduce the costs of production of AI-native apps. 

2.1.3.3 Preconditions 
The infrastructure should include: 

 
• Video cameras to capture moving images, e.g. IP Camera (or USB Camera)  
• Edge device, e.g. 3 devices (processor with basic notebook performance) 
• Gateway, e.g. 1 gateway 
• Fog Platform to serve AI services  
• Mobile display or Smartphone to show notifications 

 

2.1.3.4 Detailed Scenario and Building Blocks 
The main supporting technological blocks of this Use Case are:  

1. Detect persons and personal protective equipment on video streams by means of AI 

methods; 

2. Recognize persons (i.e. by their face) on video streams in specific zones; 

3. Identify workers and visitors, if necessary, by obtaining their biometric AI from cross-

border repository; 
4. A camera is positioned at the entrance to avoid the problems related with far field 

detection, and is capturing everything and everyone who passes through the entrance. 
Collected data should be processed on site for the purpose of privacy preservation and 
processing time restrictions. 
 

2.1.3.5 Assumptions 

• Stable weather conditions: no fog, rain or snow; daylight . 

• A camera is placed at the entrance such that captured persons and objects are not 

occluded and are approaching the camera frontally. 

• AI methods are pre-trained to recognize specific faces, and to detect people, hard hats, 

safety vests and faces.  

• Construction site has constant power supply and internet connection. 
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2.1.3.6 Constraints and Barriers 
• Privacy issues - consider threats to privacy. 
• Hardware requirements - necessary to run the AI - obtain enough resources. 
• Unstable power supply. 
• Unstable weather conditions. 
• All users are required to confirm a consent for internal use of visual identification. 
• All persons and objects whose identity is subject to recognition (people, personal 

protective equipment) must be pre-trained to datasets (internal information system). 
 

2.1.3.7 DECENTER Innovation  

Table 8 summarizes the requirements of this Use Case and discusses the limitations that the 

current Fog/Blockchain/AI/IoT domains exhibit. DECENTER aims at overcoming these 

limitations and thus facilitating the realization of the Use Case. For each requirement, we 

provide a reference to its definition, which can be found in Section 2.2. 

Table 8 Contributions in Fog/Blockchain/AI/IoT domains, UC3 

Requirement Current 
Limitations 

Innovation Architectural 
Layer 

QoS and 
response time  
NFR_UC3_003 
FR_UC3_006 
SR_UC3_007 

Too long 
response time 
due to latency 

(Fog) Newly designed Markov 
Decision Process (MDP) method for 
QoS-aware orchestration of multi-tier 
applications in Edge-to-Cloud 
resources. 
Assurances via Smart Contracts 
based on confidence levels estimated 
by the new MDP method. 

Platform layer 

Switching AI 
methods on 
the same 
stream 
FR_UC3_001 

Monolithic AI 
methods with 
limited 
capabilities are 
applied to 
video streams 
without the 
ability to 
quickly 
exchange the 
AI methods 

(AI) AI methods are packed into 
containers and can be spinned on/off 
quickly based on application’s 
requirements. 
(Fog) Elastic scaling at the edge due 
to the use of the Resource Exchange 
Broker. 
(IoT, Digital Twin) Information-needs 
driven application orchestration based 
on the possibility of the Digital Twin to 
aggregate heterogeneous data 
sources complemented with a new 
algorithm that will drive the application 
orchestration based on information 
needs. 

Application/ 
Platform layer 

The ability to 
identify people 
on the 
construction 
site 
FR_UC3_004 
FR_UC3_005 
SR_UC3_006 

Privacy 
concerns 
when moving 
data (e.g. 
biometric 
models of 
persons) from 
one country to 
another 

(Blockchain) DECENTER’s cross-
border data management technology 
that respects human rights (allowing 
them to give permissions), state 
regulations and cloud provider 
certification regimes. 
(Blockchain) The ability to use less 
costly off-chain data for trust 
management through the use of 
trustless Smart Oracles. 

Application 
layer 

Aggregating 
IoT sources 
NFR_UC3_001 

Current smart 
services and 
applications 

(IoT) DECENTER’s Digital Twin 
technology will allow aggregating 

Application 
layer 
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SR_UC3_004 come as they 
are, and do 
not allow a 
greater degree 
of flexibility to 
flexibly 
aggregate 
heterogeneous 
data sources 
in order to 
tune the 
application to 
the specific 
need of a 
specific 
construction 
site.  

input data from heterogeneous 
sources. 

 
 

2.1.3.8 Demonstration 
The intended scenario will be demonstrated by using prerecorded video with a provisional plot 
that simulates a construction site. The plot will have an entrance for moving objects (vehicles 
and people) for which access will be controlled by using video cameras. There will be an 
additional provisional landfill and stacks of typical construction site assets. 
 
The following demonstration scenarios have been planned for the DECENTER project. 

Explanation of the context can be found in the following video: 

https://www.youtube.com/watch?v=x27yeGlHLMs 

An example floor plan of the intended scenario is shown in Figure 6. 

 

Figure 6  An example floor plan for the considered demonstration scenarios 

In order to arrive to the final scenario for implementation we initially considered four different 

scenarios: vehicle identification, identification of people wearing personal protective 

https://www.youtube.com/watch?v=x27yeGlHLMs
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equipment, identification of dangerous conditions, and counting waste and supply. For 

completeness we hereby illustrate all four initial scenarios. 

Scenario 1: Vehicle Identification 

Actors: 

- camera 1, type: static camera attached at a height of 3.0m, upper corner, wide angle lens, 

large depth of field, short exposure 1/1000 s, frame covers a minimum width of 4.0m and a 

height of 3.0m 

- vehicle 1: personal vehicle 

- vehicle 2: van 

Description of environment/space: 

- time: between 8:00 and 18:00, normal weather conditions for outdoor work: outdoor work in 

daylight, without additional artificial lighting 

- space: a construction site of a smaller size class (up to 25 workers); construction site of a 

smaller  building (one or more dwelling buildings) 

Description of frames and scenes: 

The camera is located in the area of the construction site, opposite the entrance (on the left 

or right side of the access road), on a pole or service facility at a height of 3.0m and covers 

the image of the entrance to the construction site. Scene 1: there are no moving objects, 

without people or vehicles. Scene 2: a van enters the construction site, the vehicle appears at 

the entrance. The scene lasts until the vehicle leaves the shooting plan. Scene 3: a personal 

vehicle appears at the entrance. The scene lasts until the vehicle leaves the shooting plan. 

Scene 4: at the entrance both a van and a passenger vehicle appear, entering one after 

another in the construction site. 

The captured data, moving images, will be analysed using artificial intelligence tools. The 

purpose of the identification is to make a note of the vehicles that access the site. From the 

video material, we recognize the type, colour and registration number of the vehicle. From the 

database, the application determines, if the vehicle that appears at the entrance is authorised 

to enter the construction site, the vehicle is verified against information contained in the 

database. In case of an unauthorized access, a warning signal is sent to the manager.  

Scenario 2: identifying people and using safety equipment 

Actors: 

- camera 1, type: static camera, attached at a height of 3.0m, upper corner, wide angle lens, 

large depth of field, short 1/1000 sec exposure, a minimum width of 20.0 m 

- Person 1: a construction worker carrying a protective helmet and a safety vest 

- Person 2: site visitor, normal civilian person who does not carry protective equipment 

Description of environment / space:  

- time: between 8.00 and 18.00, normal weather conditions for outdoor work: outdoor work at 

daily light, without additional artificial lighting 

- Space: a construction site of a smaller size class (up to 25 workers); construction site smaller 

buildings (one or more dwelling buildings) 
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Description of frames and scenes: 

The camera is located on the roof of the construction site. The camera captures the image of 

the whole site. Scene 1 is a scene without moving objects, without people or moving machines. 

Scene 2: a construction worker appears on the site. The worker is moving (walking) from the 

construction office in the direction towards the site and in the opposite direction. The 

construction worker wears a safety helmet and a safety vest. The scene lasts as long as the 

worker is captured in a frame. In Scene 3, a visitor appears. He's a visitor walking from the 

construction office towards the work site and vice versa. The visitor does not wear a safety 

helmet and safety vest. The scene lasts as long as the worker is captured in a frame. 

The captured data, moving images, are analyzed using artificial intelligence tools. The purpose 

of recognition is to identify the use of certain prescribed safety equipment by persons moving 

on the site construction sites. From the pictures we can see whether the person that appears 

on the construction site wears a protective helmet and a security vest. From the learned 

database, we identify whether the person that appears on the site is authorised to enter the 

construction site or not. In case of perception of an unauthorized movement a warning 

message is sent to the construction site manager.  

Scenario 3: detection of harmful working conditions 

Actors: 

- weather station with sensors for temperature, humidity, airflow - wind, air pressure, noise 

level and 

CO2 concentration 

- motion sensor 

- Person 1, a construction worker carrying a protective helmet and a safety vest 

- portable leaf blower or similar 

Description of environment / space: 

- time: between 8.00 and 18.00, normal weather conditions for outdoor work: outdoor work at 

daily light, without additional artificial lighting 

- Space: a construction site of a smaller size class (up to 25 workers); construction site smaller 

buildings, one or more dwelling buildings 

Description: 

A weather station is located on the roof of the construction site. The weather station sensors 

monitor weather conditions in interval of 30 minutes. The motion sensor detects movements 

on the critical part of the site, on the exposed part of the scaffold. Scene 1: the sensor station 

senses the given (normal) weather conditions in a time interval of 30 min. Scene 2: in addition 

to the preliminary monitoring of environmental conditions, the movement of person 1 is 

detected. The scene 2 lasts for 10 minutes. In Scene 3 that follows, a blower is used to create 

strong wind conditions towards the wind sensor. This illustrates strong and unfavourable wind. 

Data covered: temperature, humidity, airflow - wind, air pressure, noise level and CO2 

concentration together with the recognized presence of a person (construction worker) are 

analysed using artificial intelligence methods in order to immediately identify and predict 

harmful and dangerous working conditions. In case of detection or prognosis, a warning 

message is sent to the site manager.  
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Scenario 4: identification of objects 

Actors: 

- camera 1, type: static camera, attached at a height of 3.0m, upper corner, wide angle lens, 

large depth of field, short 1/1000 sec exposure, field of minimum width of 4.0 m and height 3.0 

m 

- material 1: stock of brick or similar material 

- tool 1: shovel or similar gear 

- working machine 1: concrete mixer or similar machine 

Description of environment / space: 

- time: between 8.00 and 18.00, normal weather conditions for outdoor work: outdoor work at 

daily light, without additional artificial lighting. 

- space: a construction site of a smaller size class (up to 25 workers); construction site smaller 

- buildings (one or more dwelling buildings), toolbox and equipment store 

Description of frames and scenes: 

The camera is located in the area of the construction site, in or near a construction site, on the 

inner wall, at a height of the average spot approx. 1.6m from the ground. Scene 1: the 

warehouse of various equipment and the material, including material 1, tool 1 and work 

machine 1, without moving objects. Scene 2: the material is removed from the scene 1. Scene 

3: the tool 1 is removed from the scene. Scene 4: the working machine 1 is removed from the 

scene. Scene 5: all items are previously removed are placed back in the scene. 

The captured data, moving images, are analysed using artificial intelligence tools. The purpose 

of recognition is the identification of objects: material 1, tool 1 and work machine 1, their 

presence in time and their relationships. In the event of a missing object after the finished 

working time, a warning message is sent to the construction site manager. 

 

Scenario for Implementation 

The above four scenarios have been considered during the early phase of the use case design 

process. We have then considered the possibility to highlight all innovation aspects of 

DECENTER through a single scenario. Thus, the following scenario is the one we intend to 

consider for implementation. It is mostly inspired by our initial sub-scenario 2 with some 

elements of the initial scenario 1. In the following, we describe the scenario, show its 

anticipated process and outline its demonstration. 

 

Scenario Description 

A construction company starts a new construction project and wishes to operate smart 

services and applications that would hopefully improve various aspects of the construction 

process (see four initial UC3 scenarios).  

This scenario focuses on the ability of the application to:  

- Provide fast response time for time-critical operations, for example, when detecting, if 

a person on the construction site, who is observed by a camera wears a hard hat or 

not. Fast response times will be guaranteed by DECENTER’s QoS management 

algorithms for edge computing and multi-tier applications. 
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- The ability to quickly switch between the AI methods that operate on top of a specific 

video stream, for example, after detecting that the person does not wear a helmet, two 

additional methods are started that should detect, if the person wears a safety vest 

and the colour of the vest. This is achieved by DECENTER’s technology for quick 

brokerage of computing resources and orchestration (i.e. exchanging of running 

services).  

- The ability to use AI (in fact, biometric, definition: “biometric is a model that can be 

used to identify a person”) models of persons at the construction site, in order to be 

able to identify them, according to European and Korean legislation, that includes 

certification of processing devices, respect of regulatory requirements and personal 

permissions by the users concerned. The DECENTER cross-border data and AI model 

management technology shall be used for this implementation, so that an AI model of 

a visiting construction engineer from Korea can be used directly at the construction 

site in Slovenia. 

- Information-based orchestration are properties of the DECENTER platform and 

applications, which will lead to a reduction of the computing and operational costs for 

the application by means of running AI models (also renting computing resources) only 

when there are information needs for that. The DECENTER’s Digital Twin technology 

is instrumental in this context as it provides means for aggregating data from 

heterogeneous sources. UL will explore the possibility to advance new algorithms that 

can help decide when certain data input (e.g. camera, video stream) or AI methods are 

required based on the assessment of the information needs so that resources are not 

being used when it is not necessary.  

- Provide assurances on the response time of the application (by means of the estimated 

confidence levels with the new stochastic method delivered under Task 3.3.) that will 

be provided to the manager in the form of a Smart Contract based Service Level 

Agreement.      

Hence, in our scenario for implementation, some IoT equipment is already owned by the 

company (e.g. a set of video cameras, and perhaps some edge devices). However, in the 

geographic area the company does not own a computing infrastructure necessary to 

implement smart services and applications. In very near future, there may be plenty of new AI 

applications that can be applied; however, for the purpose of realising our scenario, we focus 

on an application that uses four AI services. 

Figure 7 Application logic for implementation 
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Figure 7 depicts the process view that intends to exemplify the use of information in the overall 

process of running the smart application. What is shown in the video stream can dynamically 

change. This triggers various application-adaptation mechanisms that will be implemented as 

part of the backend service of this application. For example, in case the person that is on the 

video does not wear a hard hat, additional AI methods will be started in order to detect if the 

person wears a protective vest and recognize the colour of that vest. Finally, the person’s face 

is detected and recognized. This scenario is intended to show the complexity of possibilities 

when operating AI within an environment, which is intrinsically extremely complex, such as a 

construction environments.  

 

Field trial 

 

Video camera: Nikon D3200 

Edge devices: Google Coral DevBoard, Google Coral USB stick, Nvidia Jetson Nano, 

Raspberry Pi 3, 3 x Orange Pi Zero 

L3 Router 

Private Cloud: Kubernetes cluster in Ljubljana with 3 VMs: 2 vCPU, 2 GB RAM, 50 GB disk. 

2.1.4 Ambient Intelligence for Indoor Safety  
Various dangerous and uncomfortable situations arise indoors particularly with dependent 
people such as elders, disabled people and children. It is not easy to predict and cope with 
these situations unless a manager (i.e. parents, guide) continuously monitor them. Many IoT-
based services are used for real-time safety monitoring; however, the focus of current services 
is mostly restricted to remote monitoring of the current situation with devices such as mobile 
phones. Moreover, these services are usually in the cloud. The round-trip delay induced by 
the cloud and the potential network failures may not suitable for the time-critical services, and 
moreover, there might be privacy issues to upload video stream up to the public cloud. This 
use case will showcase key features of DECENTER based on an AI application for indoor 
safety. This use case applies the outcome of DECENTER to the AI application to enhance 
detection and alert of a dangerous situation. Table 9 presents three scenarios in this Use Case 
description: 

Table 9 Excellence for each scenario of UC4 

No 
  

 Title 
  

 Description 
  

 Excellence 
  

1 
  

Person 
Detection at the 
specific zone 

When any person 
gets near the 
restricted area, an 
alarm is triggered. 

This scenario shows that DECENTER can 
reduce concerns about privacy with AI on the 
edge. Instead of transferring raw image to the 
cloud, Edge will transfer only feature map 
which is generated on the edge.   

  
2 
  

  
Member 
Verification 
  

The system checks 
faces seen in the 
camera and verifies 
whether the person is 
a member or not. If 
not, the cloud 
provides an alarm. 
  

This scenario shows that each Edge can 
cooperate with each other. All the image data 
will be processed on the edge, and no private 
data will be sent to the cloud.  
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3 
  

Future Indoor 
environment 
prediction with 
model 
recommendation 
  
  
  

Indoor environment 
predictor estimates 
the future value of 
indoor factors (e.g., 
PM10). In case that 
the indoor 
environment is 
expected to be 
unpleasant, the 
service application 
provides an alarm.  
  

The additional benefit of this scenario is that 
any IoT information, without user consent, is 
not sent to the cloud.  
  

 

2.1.4.1 Main Actors and Roles 

• Security service provider: Service providers can offer IoT sensors such as Closed 

Circuit TeleVision (CCTV), environmental sensors and edge devices communicating with 

such IoT sensors indoor. Service providers can also provide a risk detection service based 

on DECENTER with the consent of users. Service providers can provide additional 

services based on the results of the analysis. Additionally, service providers might service 

users with IoT actuators to improve current situation or give a warning. Users will pay for 

using the edge-cloud service, and service providers can also make profits by selling 

related IoT equipment. This scenario can be applied to any indoor environment such as 

home and building. 

• Guardians: Guardians can detect dangerous situations. Information about a dangerous 

situation should be communicated to the guardian and the dangerous situation should be 

immediately handled. For example, if an unauthorized person visits home or building, the 

system notifies the guardian that the person is not authenticated. The system can also 

report the characteristics of unauthorized visitors.  

• Inhabitants: If the application detects unpleasant home status, edge can inform the 

inhabitants of the current situation.  

2.1.4.2 Business Goal 

Service providers can provide additional services based on the analysis. Users will pay for 
using the edge-cloud service, and service providers can also make profits by selling related 
IoT equipment. 

 

2.1.4.3 Preconditions 

For all the scenarios: 

• Edge and IoT devices are deployed indoors 

• IoT devices shall be connected to the Edge 

• All devices shall be discovered and authenticated 

• Every solution or program that needs to process in an edge device shall be completely 
installed 

For scenarios No1, and No2: 

• Edge and cloud has the necessary AI model 

• Cameras are connected to edge via IP network 

• Edge module receives camera input 

• There is a user interface (ex> touchscreen) to configure the danger zone 

• Any reference information (ex> authenticated member photo, danger zone information, 
etc.) need to be stored in Edge or Cloud storage. 



 

32 
 

For scenario No3: 

• A certain amount of individual past sensor data must be stored locally in advance 

• Cloud shall have a storage to store candidate models  
 

2.1.4.4 Detailed Scenario and Building Blocks 

1) Person Detection at the specific zone 

 

Scenario 1 

1-1. Preprocessor connected to the camera converts video to image format. 
1-2. HumanDetector 1 extracts the feature map from the image input. 
1-3. HumanDetector 2 in the Cloud detects location of a person from the feature map, 
and transfer the location information to Alarm Service. 
1-4. Alarm Service compares the location information with predefined Danger Zone 
Information  
1-5. If it is determined that there is a person in the danger zone, Alarm Service sends 
an alarm. 
  

 

 

Block Diagram 

 

 

 

 
2) Member Verification  
  

Scenario 2 

2-1. Preprocessor connected to the camera converts video to image format. 
2-2. Face Detector extracts feature map from the image input 
2-3. Member Verifier verifies whether the visitor is member or not with feature map and 
predefined member information. 
2-4. If Member verifier recognizes that the visitor is not an authorized member, it sends 
information to the service.  

  

Block Diagram 
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3) Future Indoor environment prediction with model recommendation 
  

Scenario 3 
3-1. Real-time IoT sensor data is stored in the Environmental Factor Database 
3-2. Environmental factors Predictor predicts future conditions based on historical data. 
3-3. If it is expected to be uncomfortable environment in the future, Alarm Service sends 
an alarm.  
Block Diagram 

 

  

 

2.1.4.5 Assumptions 

• All the cameras are properly placed to see all the important parts of the room without any 

obstacles between the cameras and the objects of interest.  

• The AI methods are pre-trained for each specific scenario.  

• There is a constant power supply and stable internet connection. 

• All the members’ information is stored into the specific storage. 

2.1.4.6 Constraints and Barriers 

1. Video streaming Analysis 

• Edge shall have image processing unit  

• Edge shall have GPU or CPU 
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• Input from camera shall be at least 640 x 480  

• Available storage in edge shall be at least 4GB. This size can be reduced with 

optimization. 

• Cloud shall have GPU or TPU 

  

2. IoT streaming Analysis 

• The Difficulty of collecting dataset to train model 

• IoT data integrity issue 

• The Difficulty of merging heterogeneous IoT data 

2.1.4.7 DECENTER Innovation  

Table 10 summarizes the requirements of this Use Case and discusses the limitations that the 
current Fog/Blockchain/AI/IoT domains exhibit. DECENTER aims at overcoming these 
limitations and thus facilitating the realization of the Use Case. For each requirement, we 
provide a reference to its definition, which can be found in Section 2.2. 

Table 10 Contributions in Fog/Blockchain/AI/IoT, UC4 

Requirement Current Limitations Innovation Architectural 
Component / 
Layer 

Check whether 
the detected 
human has 
entered the 
restricted area 
or a visitor is an 
authorized 
member 
FR_UC4_003, 
FR_UC4_004 
 

Applications based on 
infrastructure 

(Fog) DECENTER should 
be able to provide 
application based on its 
infrastructure and alarm to 
warn users ASAP. 
 

Platform layer 

Select the 
appropriate 
model for a 
specific scenario 
that will run at 
the edge 
NFR_UC4_005 

The Cloud is considered 
not to correctly preserve 
privacy, given that 
private data are 
travelling to a third party 
infrastructure (Cloud 
provider)  
 
 
 
Current AI models are 
too heavy to be run on 
edges of poor resources 

(AI) Two edge devices 
having partial model will 
cooperate with each other 
to overcome privacy-issue 
in DECENTER platform 
 
(AI) Need to minimize the 
AI model size to overcome 
the relatively poor 
processing power of edge. 
For this innovation, we will 
suggest a new AI model 
compression algorithm for 
image retrieval. This 
solution will provide a light-
weight AI model for poor 
edge. 
 

Platform layer 
(, 
Orchestrator), 
Application 
Layer 

 

Transfer the 
result of the AI 
engine from one 

The Cloud is considered 
not to correctly preserve 
privacy, given that 

(AI) Two edges can 
communicate by 
information from 

Platform 
layer, 
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edge to another 
edge 
NFR_UC4_006 
 

private data are 
travelling to a third party 
infrastructure (Cloud 
provider)  
 
Current edge 
deployments do not 
allow horizontal 
offloading (use other 
edge deployments to run 
computation) 
 
Latency to the Cloud is 
too high 

DECENTER infrastructure. 
It can reduce the privacy-
concern and latency issue. 
The first edge removes the 
private information so that 
the other edge can analyze 
intermediate data without 
privacy issue. 

(Fog) We will also suggest 
a new method to compress 
intermediate data to 
overcome latency-issue 
between two edges.   

Application 
Layer 

 

Have proper AI 
models for edge  
SR_UC4_001 

Limited availability and 
support of AI models, 
which are flexible and 
light to run at the edge 

(Fog) DECENTER will offer 
an AI model repository, 
which provides appropriate 
AI models for the edge. It 
can support advanced 
model types such as split 
models and compressed 
lightweight models.  
 

Platform layer 

Use input data 
for inference 
SR_UC4_002 

Data fusion - the process 
of integrating multiple, 
heterogeneous data 
sources to produce more 
accurate information - is 
challenging even for 
modern systems  
 
Limited availability of IoT 
platforms running at the 
edge 

(IoT, Digital Twin) Edge 

should be able to access 

input data to get prediction 

result. DECENTER will try 

to provide containerized 

IoT platform for edge. 

 

Infrastructure 

layerPlatform 

Layer, 

Application 

Layer 

 

2.1.4.8 Demonstration 

Design of experiment: 
Three scenarios described below are basically considered. In the 2nd year of the project, we 

will choose one specific scenario for the demonstration and expand it to show the advantages 

of DECENTER better. 

1. Scenario1: 

• When any person gets near the specific area, 
A. Identify human 
B. Provide an alarm when the person gets near the specific area. 

2. Scenario2: 

• When any person is in the front of the specific camera, 
A. Check faces seen in the camera 
B. Verify whether the person is a member or not 
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Provide an alarm when the person is not the registered member. 

3. Scenario3: 

A. Provide the past and current indoor air sensor information 
B. Estimate the future value of indoor factors by environment predictor. 

Provide an alarm when the indoor environment is expected to be unpleasant. 

In lab environment:  

The selected scenario will be demonstrated using stored public data. All modules in the 

scenario will be simulated to have a proof of concept separately.  

Field trial:  

Korean partners will use their facilities to run a test. These facilities include: 
• Edge device X 3 (processor with basic notebook performance) 
• Gateway X 3 
• IP Camera X 2 (or Usb Camera) 
• IoT environmental sensor device X 1 (Device having environmental sensors 

such as PM10, Pm2.5, humidity, temperature, and noise) 
• IoT actuator device X 2 (e.g., mobile device, raspberry pi) 

 

2.2 Requirements Analysis 
The following subsections provide an analysis of functional, non-functional and system 

requirements, corresponding to the aforementioned use cases.  

2.2.1 Functional Requirements 

A functional requirement defines a function of a system or component which describes a 

particular behaviour. A functional requirement may involve user needs, such as triggering of 

alarms, as well as technical details, such as data manipulation and processing.  

Table 11 presents a description of the functional requirements for each UC, as well as some 

comments on how the particular requirement will be addressed during the real-life deployment.  

Table 11 Functional Requirements 

ID 
Description (“The system 

must be able to..”) 

Comments on how to address the 

requirement 

FR_UC1_001 
Detect if a pedestrian is 

approaching to the crossing 

At least 1 camera will be positioned to 

view any movement on the sidewalk 

FR_UC1_002 
Detect if a cyclist is 

approaching to the crossing 

At least 1 camera will be positioned to 

view any movement on the sidewalk 

FR_UC1_003 
Detect if a vehicle is 

approaching to the crossing 

At least 1 camera and 1 microphone for 

detecting the vehicle 

FR_UC1_004 
Detect if a disable person is 

approaching to the crossing 

At least 1 camera will be positioned to 

view any movement on the sidewalk 

FR_UC1_005 

Detect if a person with a pet 

is approaching to the 

crossing 

At least 1 camera will be positioned to 

view any movement on the sidewalk 

FR_UC1_006 

Detect if a person with 

stroller is approaching to the 

crossing 

At least 1 camera will be positioned to 

view any movement on the sidewalk 
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FR_UC1_007 

Collect information with 

respect to weather 

conditions such as 

temperature, humidity, rain, 

light, wind 

A weather station has to be installed 

near the crossing 

FR_UC1_008 

Elaborate a model of the 

current situation at the 

crossing 

See FR_UC1_001, FR_UC1_002, 

FR_UC1_003, FR_UC1_004 and also 

obtain a model of the crossing 

FR_UC1_009 

Trigger actuators in case of 

dangerous situation (i.e. 

when a RED alert is ON) 

Part of the system design: will do testing 

on a simulation mock-up (based on 

crossing recorded video / IoT sensing) 

FR_UC1_010 
Trigger a sound alarm in 

case of dangerous situation 
At least 1 speaker must be installed 

FR_UC1_011 

Flashing lights in case of 

dangerous situation (i.e. 

when a RED alert is ON) 

At least 1 flashing light has to be 

installed 

FR_UC1_012 Record/store data A cloud backup is needed 

FR_UC1_013 
Improve its detection of 

possible dangerous situation 
Periodically redeploy based on the logs 

FR_UC1_014 

Collect live data-streams 

from different sources / 

devices 

Connected devices will produce data 

streams fed to the alerting system 

FR_UC2_001 
Trigger a sound or visual 

alarms 

At least 1 speaker or led lights must be 

installed in robots 

FR_UC2_002 
Allow the user to add 

missions 

A graphical control interface is needed for 

human interaction 

FR_UC2_003 
Allow the user to assign tasks 

to robots 

A graphical control interface is needed for 

human interaction 

FR_UC2_004 
Keep an updated map of the 

warehouse 

A global knowledge about the 

environment at robots level. 

Communication between robots. 

Sensors to get information from the 

environment. 

FR_UC2_005 Detect persons 
Camera and AI methods to detect 

humans. 

FR_UC2_006 

Ensure the correct relation 

between providers through 

the use of smart contracts 

The system will use safe and stables 

channels to use smart contracts 

FR_UC2_007 
Get and show the status of 

robots 
An graphical control interface is needed 

FR_UC2_008 Keep track of tasks An graphical control interface is needed 

FR_UC2_010 Provide statistical information 
A graphical interface is needed to display 

the information 

FR_UC3_001 
Access and use existing pre-

trained AI database models 

Assuming that certain pre-trained AI 

models already exist, it would be possible 

to search in a database of such models 

and use them when analysing a single 

video frame or image. 
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FR_UC3_002 

  

Train and additionally 

customize existing AI models 

(transfer learning) 

Assuming that a pre-trained model for 

detection of persons or specific objects 

such as hard hats and protective vests 

already exists (e.g. YOLOv3 trained on 

COCO dataset), it would be possible to 

additionally customize the model to be 

used, for example, for detection of 

persons that wear a hard hat. 

FR_UC3_003 
Receive and process data 

from a video camera 

Receive and ingest a video stream, and 

extract individual frames for processing 

and analysis. 

FR_UC3_004 

  

Place bounding boxes at 

specific (interesting) images 

parts (object detection) 

A specific algorithm for extracting regions 

of interest is used, which can be further 

processed and analysed. For example, a 

typical face recognition algorithm requires 

to first detect a face on an image, extract 

that region and recognize that face. 

FR_UC3_005 

  
Recognize objects 

Input to AI methods are images or their 

regions on which AI models are used to 

recognize objects. Recognition of 

different object types is possible, such as 

faces and predominant colours of objects. 

FR_UC3_006 

  

Trigger notifications on 

smartphone of construction 

site engineer 

All features identified will be sent as 

notifications to the mobile phone of the 

construction site manager, if certain 

conditions are met. 

FR_UC3_007  Store data 

The system must be able to store data 

permanently or for a pre-specified 

retention time, such as publish/subscribe 

streams and events, and events and 

notification logs. 

  

FR_UC4_001 

  

Extract features from images 

and detect moving objects 

  

Edge will have an object detector, which 

is able to produce a feature map as an 

input of another engine. 

  

  

FR_UC4_002 

  

 Have the ability to change 

video data input to image 

format and change the image 

data input to an interpretable 

size and shape by AI engine  

The system will have image pre-

processor based on use-case scenario. 

  

  

FR_UC4_003 

  

Check whether the detected 

human has entered the 

restricted area  

 The system will have a human detector 

which can detect the access of people in 

a specific space.  

  

FR_UC4_004 

  

Detect whether a visitor is an 

authorized member or not 

  

The system will have a member verifier 

based on registered images.  

  

FR_UC4_005 

  

  

Detect a face in the given 

input 

  

The system will have a face detector 

which detects the location of a face from 

the given input  
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FR_UC4_006 

  

  

Predict the future value of 

environmental factors 

  

The system will have Indoor environment 

predictor which can estimate the future 

value of Indoor factors (e.g., CO2, PM10).  

FR_UC4_007 

  

Store IoT sensor data (e.g., 

PM10) based on specific use-

case scenario 

  

Data storage will retain data for a specific 

period of time based on use-case 

scenario.  

 

FR_UC4_008 

  

 

Trigger alerts when a 

potentially dangerous 

situation is perceived or an 

error on a task occurs 

  

The system will be connected the service 

application which can trigger alerts.  

 
2.2.2 Non-Functional Requirements 

Unlike a functional requirement, which defines what the system should do, a non-functional 

requirement specifies how the system works. Particularly, it defines criteria that judge the 

operation of a system, such as its performance, availability, etc.  

Table 12 provides a description of the non-functional requirements for each UC, as well as 

some comments on how the particular requirement will be addressed during the real-life 

deployment. 

Table 12 Non-Functional Requirements 

ID Description (“The system 
shall..”) 

Comments on how to 
address the requirement 

NFR_UC1_001 Work outside and to work in 
different situations in terms 
of temperature (-15°C to 
40°C) and weather  

Proper casing design 

NFR_UC1_002 Operate even if specific 
hardware components fail to 
respond 

The realised solution is not 
expected to be part of a 
critical system in its 
prototypical implementation, 
therefore hardware 
redundancy will not be 
required for the 
implementation of the use-
case 

NFR_UC1_003 Be robust in terms of 
number of devices and 
cameras available 

In order to address some 
problems with some 
devices/cameras, the idea is 
to have more than the 
normal number of 
cameras/devices installed 

NFR_UC1_004 Ensure robustness from 
internet connectivity 

Ability to deploy ML trained 
algorithms as containers “at 
the edge” 
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NFR_UC1_005 Be used without an 
additional effort from the 
user 

Almost by design. No 
additional effort will be 
requested by pedestrians 
(i.e. no need to install an 
app, etc)  

NFR_UC1_006 Trigger alert in less than 100 
milliseconds 

Dangerous situations will 
happens in few 
milliseconds. 
The focus of the reactivity is 
the pedestrians with respect 
to drivers 

NFR_UC1_007 Ensure privacy No data (video) recorded 
except in case of red alert in 
which videos are saved for 
police investigation and for 
model redefinition.  
During the first period of 
testing a more massive data 
video recording is needed 

NFR_UC1_009 Ensure an AI model that 
adequately reacts to 
dangerous situations 

Training data set from site 
during 3 months window has 
to be recorded to ensure 
designed AI model can be 
tested against playback. 
Moreover possibility of 
reinforcement learning must 
be in place for refining the 
model 

NFR_UC1_010 Guarantee security of data 
storage and processing  

Secured and authorised 
access to system will be 
implemented. 

NFR_UC1_011 Easily access, control and 
configure existing sensors 
or register new ones, in 
order to ensure their 
connectivity to the platform. 

 

NFR_UC2_001 Provide privacy of 
information (how many 
workers are working at each 
moment, number of boxes 
stored, ...) 

Privacy of information 

NFR_UC2_002 Delegate computational 
calculation to the Cloud 

Vertical offloading 

NFR_UC2_003 Delegate computational 
calculation to the Edge 

Horizontal offloading 
AI algorithms running in the 
edge. 

NFR_UC2_004 Be reliable  Horizontal offloading 

 
NFR_UC2_005 

 
Be safe for humans 

 
Security sensors. 

NFR_UC3_001 
  

The smart application shall 
be able to use more or less 
video cameras and shall be 
reused in different layouts 

Scaling the number of 
available Fog nodes by 
using Smart Contracts to 
adapt for increasing number 
of video cameras. 
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with respect to different 
construction sites. 

NFR_UC3_002 
  

Keep the raw and 
processed data, and the 
extracted information private 
at the construction site or 
other trusted infrastructure 
providers. 
  

Smart Contracts are 
specified for individual Fog 
Nodes in order to allow 
access to sensitive 
information and control the 
access.   

NFR_UC3_003 Perform cascading object 
detection and recognition 
tasks in less than ten 
seconds 

System must detect if a 
person is wearing personal 
protective equipment and 
identify him/her before 
he/she can reach a 
construction area from the 
entrance. 

NFR_UC3_004 The system shall be fault 
tolerant 

Have the possibility to 
operate even if a specific 
Fog Node is down or fails to 
respond on time. An offered 
SLA for availability is highly 
desired. 

NFR_UC3_005 Keep track of data Some important data related 
operations shall be made 
traceable through the use of 
Blockchain. E.g. the use of 
personal (biometric) 3AI 
models.   

NFR_UC4_001 Have a reliable member 
verification 

The accuracy of member 
verification will be evaluated 
on face retrieval protocol, 
and the accuracy will be at 
least 70%. 

NFR_UC4_002 Have one or more predictors 
that can infer the indoor 
future conditions 

This system will predict 
more than two indoor future 
conditions. 

NFR_UC4_003 Have a method for 
evaluating the performance 
of the human detector 

The performance of the 
human detector will be 
evaluated by drawing 
precision-recall curve on 
public benchmark. 

NFR_UC4_004 Get the face detection result 
during a proper time  

The time response is highly 
dependent on the 
capabilities of each edge. 
The system will respond in 
less than 1 minute for the 
service. This system does 
not deploy AI solutions for 
some specific edge devices 
that are expected to take a 
longer time. 

 NFR_UC4_005 
  

Select the appropriate 
model for a specific scenario 
that will run at the edge 

In the case of indoor 
environment prediction, 
either cloud or edge will be 



 

42 
 

able to select the most 
proper model based on 
information from edge and 
transfer it to edge. 

 NFR_UC4_006 
  

 Transfer the result of the AI 
engine from one edge to 
other edge 

Each AI engine will connect 
to other engine through local 
network. 

 

2.2.3 System Requirements 

A system requirement defines the configuration that a system must have in order to run 

smoothly and efficiently. A system requirement may refer to computational power, hardware 

capacity, etc. Failure to meet a system requirement can result in installation or performance 

problems. 

Table 13 presents the system requirements for each UC, as well as some comments on how 

the particular requirement will be addressed during the real-life deployment. 

Table 13 System Requirements 

ID Description (“The system 
shall..”) 

Comments on how to 
address the requirement 

SR_UC1_001 Have enough Computational 
Power 

To run the planning and AI 
methods independently 

SR_UC1_002 Have connectivity to the 
Internet 

To offload computation if 
needed but especially to 
offload interesting datasets 
that might cause retraining 
of algorithms 

SR_UC1_003 Have enough HD capacity To store and process the 
data coming from various 
datasources 

SR_UC1_004 Have enough GPU capacity It is likely that GPU capacity 

will be needed though the 

target to minimize as much 

as possible the use of 

expensive hardware. 

SR_UC1_005 Have virtualization 
capacities 

To run on the DECENTER 
platform, the system will be 
virtualized and redeployable 
in containers. Thus, the 
processing unit should have 
virtualization capabilities 
and be optimized for 
container virtualization. 

SR_UC2_001 Provide robots which work 
autonomously 

The robots work 
independently from the 
system. Once an order is 
sent, they will perform the 
task without contacting the 
system unless an alarm is 
triggered 
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SR_UC2_002 Have access to GPU 
resources 

The system is composed of 
several servers, 
implementing GPUs for 
image recognition training. 

SR_UC2_003 Have enough computational 
power 

The system shall have 
enough computational power 
to run the planning and AI 
methods independently 

SR_UC2_004 Have connectivity to the 
Internet 

The system shall have 
connectivity to the Internet to 
offload computation both 
vertical and horizontally 

SR_UC2_005 Have enough HD Capacity The system shall have 
enough HD capacity to keep 
track of all the interactions in 
a year. After the closure of a 
year, information is archived 
and only the most important 
data and statistical 
information are kept 

SR_UC2_006 Have virtualization capacities To run the DECENTER 
platform, the system 
hardware has to be able to 
virtualize. Thus, the 
processing unit should have 
virtualization capabilities and 
be optimized for container 
virtualization 

SR_UC3_001 Have sufficient computing 
resources necessary to run 
the application  

The system will deploy AI 
solutions on Fog Nodes with 
sufficient memory and 
processing power. 

SR_UC3_002 Have enough HD capacity 
to store the data of at least 
of monthly operation of the 
site 

Cloud storage will be used. 

SR_UC3_004 Use specific number of 
cameras 

We assume to use 3 
cameras for a specific 
construction site.  

SR_UC3_005 Use GPU to run AI 
functionalities 

In order to achieve stringent 
time limits with respect to AI 
inference time, the system 
must be able to utilise 
hardware accelerators, such 
as GPUs and TPUs. 

SR_UC3_006 Provide data access which 
shall be controlled 

Smart Contracts shall be 
used in order to allow or 
deny access to data (e.g. 
video frames), metadata 
and AI models. Consensus 
based access to data and 
similar other techniques 
shall be explored.  



 

44 
 

SR_UC3_007 Have a stable internet 
connection 

The physical infrastructure 
will be of sufficient quality in 
order to allow for testing.  

 SR_UC4_001 
  

Have proper AI models for 
edge 
  

 Cloud platform will generate 
AI models with training by 
itself or use stored pre-
trained AI models. Cloud will 
be able to transfer the AI 
model to edge platform. 

SR_UC4_002 
  

Use the input data for 
inference 
  

 Edge platform will be able 
to store and read the data in 
a format such as database 
or a file.  

2.3 Consolidated Requirements  
The Use Cases studied in this document raise specific issues linked either directly or indirectly 

with the innovation points of DECENTER (see Table 1). In this section, we propose a category-

based compilation of the UCs requirements, which results in a set of categories adopted as 

core interest to the project. This compilation will facilitate the understanding of DECENTER 

architecture presented in Section 4.  

Section 2.3.1 presents those categories in the form of a table and associates them with 

individual functional requirements of these use cases. For each category, a short description 

is provided as well as the characteristics of DECENTER that address these requirements. 

Note that some of these characteristics (such as Fog Platform) are related to the architecture 

while others (such as Feature Selection) to the work performed in different WPs (i.e., WP4). 

To this end, Table 14 serves as a bridge between the definition of the UCs requirements, the 

architectural decisions and the work of other WPs. 

The same approach was followed for the non-functional and system requirements. The related 

mapping between the requirements and the project objectives can be seen in Table 15 and 

Table 16 respectively.  

The outcome of the requirements consolidation fed WP4 for identifying features of the Digital 

Twin (T4.2) and WP5 for defining the demonstration KPIs (T5.2). 

2.3.1. Category-Based Compilation 

Table 14 Functional Requirements by Category 

Category Description 
DECENTER related 
characteristic 

Use Case 

Input Data & 
Preprocessing 

The system 
must be able 
to receive and 
process data 
from sensors.  

Data pre-processing 

FR_UC1_014 
FR_UC2_002 
FR_UC2_003 
FR_UC3_003 
FR_UC4_002 

Digital Twin 

The system 
must be able 
to extract 
features from 
images and 

Feature Selection 
Feature Extraction 
Application Service 
IoT Platform 

FR_UC1_001 
FR_UC1_002 
FR_UC1_003 
FR_UC1_004 
FR_UC1_005 
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detect moving 
objects. 
The system 
must be able 
to extract 
features from 
environmental 
data. 

FR_UC1_006 
FR_UC1_007 
FR_UC2_004 
FR_UC3_003 
FR_UC4_001 

Training 

The system 
must be able 
to access, 
select and use 
existing pre-
trained AI 
models. 

Fog Platform 

FR_UC1_013 
FR_UC3_001 
FR_UC3_002 
FR_UC4_007 

Data Storage 

The system 
must be able 
to store IoT 
sensor data. 

IoT Platform 
FR_UC1_012 
FR_UC4_007 
FR_UC3_011 

Alert 

The system 
must be able 
to trigger 
alerts when a 
potentially 
dangerous 
situation is 
perceived or 
an error on a 
task occurs. 

QoS Model 
AI Model 
IoT Platform 

FR_UC1_009 
FR_UC1_010 
FR_UC1_011 
FR_UC2_001 
FR_UC2_007 
FR_UC2_008 
FR_UC3_006 
FR_UC4_008 

Recognition & 
Prediction 
Result 

The system 
must be able 
to recognize 
objects (e.g., 
face, material) 
and predict 
future values. 

QoS Model 
AI Model 

FR_UC1_001 
FR_UC1_002 
FR_UC1_003 
FR_UC1_004 
FR_UC1_005 
FR_UC1_006 
FR_UC1_007 
FR_UC2_005 
FR_UC3_004 
FR_UC3_005 
FR_UC4_004 
FR_UC4_005 
FR_UC4_006 

Smart-
contracts 

The system 
should ensure 
the correct 
relation 
between 
providers 
through the 
use of smart-
contracts 

QoS Model 
Brokerage Platform 

FR_UC2_006 
NFR_UC3_001 
NFR_UC3_002 
NFR_UC3_004 
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Table 15 Non-Functional Requirements by Category 

Category Description 
DECENTER 
related 
characteristics 

Use Case 

Robustness 

The system should perform 
correctly in different extreme 
conditions such as temperature 
and illumination changes 

 QoS Model 

NFR_UC1_001 
NFR_UC1_003 
NFR_UC1_004 
NFR_UC4_002 
NFR_UC4_002 

Privacy 

The information processed on 
each deployment site shall be 
kept private. As a goal towards 
privacy, data should be kept in 
the premises of the user 
whenever it is possible. 
 
No video should be recorded 
unless in case of critical alerts, 
for litigation purpose 

Fog Platform  
AI Model 

NFR_UC1_007 
NFR_UC2_001 
NFR_UC3_002 
  

Time 
Response 

The system shall be able to 
respond in a reasonable time. 
This time will be set by the 
different Use Cases. 

Fog Platform 
AI Model 
QoS Model 
Orchestration 
Smart Contracts 

NFR_UC1_006 
NFR_UC3_003 
NFR_UC4_004 

Accuracy 
The system shall be able to 
have reliable object detection 
accuracy. 

AI Model 
NFR_UC1_009 
NFR_UC4_001 
NFR_UC4_003 

Reusability & 
Adaptation 

The system shall be able to 
adapt and use different number 
of video cameras and sensors 
for each deployment site 
 

Fog Platform 
IoT Platform 

NFR_UC2_007 
NFR_UC3_001 
  

Accessibility & 
Controllability 

The system shall be able to 
easily access, control and 
configure existing sensors or 
register new ones, in order to 
ensure their connectivity to the 
platform 

IoT Platform  NFR_UC1_011 

Reliability 
The system shall have the 
ability to respond even if 
specific nodes are not operating 

Smart Contracts 
Resource 
Exchange Broker 

NFR_UC2_004 
NFR_UC3_004 

Security 
System should store data 
securely 

 IoT Platform 
NFR_UC1_010 
NFR_UC2_005 

Data collection 
The system should keep track 
of data 

 IoT Platform NFR_UC3_005 

Model and 
computation 
offloading 

The system needs to transfer 
models or computational tasks 
either vertically or horizontally 

 Fog Platform 

NFR_UC2_002 
NFR_UC2_003 
NFR_UC4_005 
NFR_UC4_006 
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Table 16 System Requirements by Category 

Category Description 
DECENTER related 
characteristics 

Use Case 

Computational 
Power 

The system shall have 
enough computational 
power and virtualization 
capabilities to run the 
different AI methods. 

Brokerage Platform 
UC Infrastructure 

SR_UC1_001 
SR_UC1_005 
SR_UC2_001 
SR_UC2_003 
SR_UC2_006 
SR_UC3_001 
SR_UC4_003 

Internet 
Connectivity 

The system shall have a 
stable internet 
connection. 

UC Infrastructure 

SR_UC1_002 
SR_UC2_004 
SR_UC3_007 
SR_UC4_004 

HD Capacity 

The system shall have 
enough HD capacity to 
operate for a particular 
period of time. 

Fog Platform 
Application Service 

SR_UC1_003 
SR_UC2_005 
SR_UC3_002 

GPU or CPU 
Capacity 

The system shall have 
enough GPU/CPU to run 
AI functionalities.  

Fog Platform 
Smart Contracts 
Resource Exchange 
Broker 
UC Infrastructure 

SR_UC1_004 
SR_UC2_002 
SR_UC2_003 
SR_UC3_005 

Sensors & 
Hardware 
Requirements  

The system shall have a 
minimum predefined 
number of IoT devices, 
actuators and sensors.  

IoT Platform 
UC Infrastructure 

SR_UC3_004 
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3. Resource Models & Service-Level Agreements  

This section summarizes the outcome of the first year of activities on task T2.2, which 

addresses the problem of modelling Fog resources and Service-Level Agreements (SLAs). 

The outcome is an initial design and is to be finalized in the upcoming deliverable D2.2 by the 

end of year two. 

A Fog platform consists of many resources that span from Clouds down to Things. Things are 

devices equipped with sensors and/or actuators connected to the Internet, and serve as data 

sources and/or data sinks. The generated streams of data need to be processed in order to 

extract relevant features from data that represent some business value. Data processors can 

reside on several tiers, from Edge to Cloud-grade infrastructure in which Edge resources are 

typically closer to Things than are Clouds, but are also less powerful. Thus, the whole Cloud-

to-Things continuum is a heterogeneous environment with diverse characteristics of 

resources. Taking into account the variety of representations of resources among various 

Cloud and Fog providers, and especially in the federated environments, it is therefore crucial 

to present uniform models of resources that on one hand represent all the required resources 

of a Fog platform and, on the other hand, abstract away the differences in their respective 

representations. As a result, the resources of a federated Fog platform should be easier to 

describe which should facilitate its realization. 

Another perspective of a Fog platform are the applications that run on top of it which, 

depending on their business requirements, need to guarantee a certain level of quality. Such 

requirements can only be fulfilled if the underlying platform and infrastructure are able to 

support them. When analyzing business requirements it is crucial to define parameters which 

characterize non-functional properties of applications and to determine their minimal 

acceptable values. Examples of parameters are availability, response time, latency, bandwidth 

and privacy. In order to provide automated mechanisms for maintaining the requirements, 

these parameters and their respective thresholds should be formalized in a form that can be 

understood and interpreted by machines. However, because the service quality levels should 

be guaranteed and because of the uncertain behavior of applications and the underlying 

infrastructure under various circumstances, there is still some risk that agreed quality will not 

be always possible to achieve, especially not in federated Fog environments. In such situation, 

penalties may incur to the involved parties that fail to provide the agreed service quality levels. 

The formalism to describe these requirements and the corresponding penalties for violating 

them is known as an SLA. This section addresses also the problem of modelling SLAs, but 

does not describe the mechanisms to maintain them. 

The remainder of this section provides a detailed description of the initial design of models of 

resources and SLAs as used in DECENTER. 

3.1 Initial Design of Resource Models 
A preliminary design of resource models was described in an internal milestone document 

(MS4) by the end of four months of the project. It resulted in a single model that comprised 

models of resources, SLA and monitoring. During the design of the architecture and also in 

the later stages the preliminary model was improved and we identified that the preliminary 

design should be split into several parts. In particular, the monitoring part was omitted, and 

the resource model and the SLA were separated into two separate models. For the sake of 

easier presentation and separation of concepts, we hereby present the resource model as 

split into two separate models that respectively specify model of Fog infrastructure resources 

which spawns across Cloud-to-Things continuum and model of Fog applications. Both models 
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have been incorporated into the implementation of the initial version of DECENTER Fog 

platform. 

3.1.1 Fog Infrastructure Resource Model 
At the heart of a Fog platform are the resources that comprise the infrastructure. This section 

is concerned with modelling of such resources. The identified requirements for DECENTER 

are as follows; the model should 

• describe the resources and the characteristics that are used as computation and 

storage resources, and that comprise the Cloud-to-Things infrastructure; 

• support federation of resources;  

• enable resource sharing, i.e. their advertisement, reservation and acquisition. 

The above requirements have been captured and reflected in the initial design of Fog 

infrastructure resource model that is shown on Figure 8 as a UML diagram of entities and their 

relations in Fog infrastructure resource model. For the clarity of presentation the figure omits 

attributes of the entities; instead, they are described below in dedicated subsections each of 

which is named by the respective entity. 

 

Figure 8 UML diagram of entities and their relations in Fog infrastructure resource model. 

The components in the diagram are as follows. An Administrative Domain represents an 

entity that owns a distributed Fog infrastructure. An infrastructure that is owned by a single 

Administrative Domain is geographically located in one or more Regions and is ideally 

spanned over the whole Cloud-to-Things continuum. A Connection models a link between 

any two infrastructures belonging to either the same or different Administrative Domain that 

reside in different Regions. This allows us to describe federated resources in both vertical and 

horizontal directions. 

Each infrastructure in a Region constitutes a set of computational Hosts and optional External 

Endpoints. A Host represents a physical or virtual machine that essentially consists of a set 

of Computational Resources, which are Processor, Memory and Storage. A processor can 

be further distilled into CPU, representing central processing unit, and GPU, representing 
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graphics processing unit. Some providers might offer a pre-configured bundle of virtual 

resources. These can be described with an Image, which represents machine’s disk, and 

Flavor (in Cloud domain more known as instance type), which describes a set of virtual 

resources that constitute a virtual machine. A Host and each of the individual Computational 

Resources can be attached a Price tag. This model of computational resources is therefore 

suitable for resource sharing.  

External Endpoints that can be attached to a Region can represent either an External 

Service, such as remote database, or a Thing, such as sensor or actuator connected to the 

Internet. 

Each Host provides a set of Metrics that are periodically collected through a monitoring 

system. Moreover, a Host can be shared with infrastructure belonging to another Region for a 

given Price while guaranteeing that an associated SLO (Service-Level Objective) is met. 

Collected metrics allow to measure whether a defined SLO is guaranteed or not. 

Finally, Hosts can run zero or more Microservices, each representing the Application 

components. A detailed view of the application model is provided in Section 3.1.2. 

3.1.1.1 Administration Domain 
The owner of a Fog infrastructure is represented by an Administrative Domain. The domain is 

identified by an ID, and contains a name and description, and also the owner’s name. 

ProvisioningAPIURL attribute contains a URL of the IaaS provisioning API, such as that of 

OpenStack2, or other provisioning systems, in order to make possible for another 

Administrative Domain to self-provision resources of this Administrative Domain. A Public key 

is required for establishing SSH connections without having to type passwords. Table 17 

shows the list of all attributes for this entity. 

Table 17 Attributes of Administration Domain 

Attribute Type Rationale 

ID uuid Cross-domain unique identifier of the Administrative 
Domain 

Name string Name of this Administrative Domain 

Description string Description of this Administrative Domain 

Owner string Owner’s name of this Administrative Domain 

PublicKey string SSH public key of the administrator of this 
Administrative Domain 

ProvisioningAPIURL string URL of the API to be called in order to provision 
resources on this Administrative Domain 

3.1.1.2 Region 
A Region ia a specific geographical location within an administrative domainA Region should 

be considered as an aggregation of hosts and external endpoints residing in particular 

location. Name and Description are strings of arbitrary format. Location attribute is a string in 

the format “lat,lon”, where lat and lon refer to latitude and longitude coordinates, 

respectively. Tier is an unsigned integer representing Cloud-to-Things continuum, where 0 

means Cloud, and positive integers refer to tiers further away from the Cloud. Region also 

contains a reference to the Administrative Domain. Table 18 shows the list of all attributes for 

this entity. 

 

2 https://www.openstack.org/ 
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Table 18 Attributes of Region 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of this Region 

Description string Description of this Region 

Location string GPS coordinates of the location of this Region 

Tier uint Tier cardinality in the Cloud-to-Things 
continuum 

AdministrativeDomainID uuid ID of the Administrative Domain this Region 
belongs to 

 

3.1.1.3 External Endpoint 
External Services and Things (IoT devices providing contextual information) are represented 

as External Endpoints. Name and Description attributes are strings. Endpoint is a URI that 

points to the External Service or Things. Type attribute denotes the type of an External 

Endpoint, such as sensor, video camera, actuator or service. However, as Type is a string 

without specific format, its semantic is left to users. External Endpoint has a reference to a 

Region it belongs to. Table 19 shows the list of all attributes for this entity. 

Table 19 Attributes of External Endpoint 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of this External Endpoint 

Description string Description of this External Endpoint 

Endpoint string Endpoint where services/data are exported 

Type string Type of this External Endpoint. Either Thing(sensor, 
camera, etc.) or service 

RegionID uuid ID of the Region this External Endpoint belongs to 

 

3.1.1.4 Connection  
The basic connection properties between two Regions are described in the Connection entity. 

The EndpointA and EndpointB attributes refer to the respective IDs of two connected regions. 

Bandwidth and Latency attributes characterize the quality of the Connection. Typically, all the 

Connections that span Regions of a single Administrative Domain (i.e. a case of vertical 

offloading) are populated in advance, whereas cross-domain (horizontal) scenarios become 

populated dynamically upon reservations. Table 20 shows the list of all attributes for this entity. 

Table 20 Attributes of Connection 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

EndpointA uuid ID of the region A 

EndpointB uuid ID of the region B 

Bandwidth uint Bandwidth (in bit/s)  

Latency uint Latency (in ms) 

 

3.1.1.5 Flavor  
A set of virtualized hardware resources that constitute a Virtual Machine is described in the 

Flavor entity. Name and Description attributes are strings that identify the flavor, while CPU, 



 

52 
 

RAM, Disk and GPU describe the compute capabilities of a VM. Their accepted values follow 

the same convention used in Kubernetes3.  

The CPU is specified in units of cores that accepts different formats. If expressed as a positive 

integer it denotes the number of physical/virtual hyperthreads/cores of the underlying virtual 

or bare-metal machine. If expressed as a rational number in a decimal notation it refers to 

fractions of the respective hyperthread/core, with value 0.001 being the smallest acceptable 

fraction, i.e. one millicore. Alternative syntax for fractional expressions is an integer followed 

by character ‘m’, which stands for the integer multiple of the smallest unit value, i.e. the number 

of millicores. The smallest possible requested CPU size is therefore 1m core which is 

equivalent to the factional expression of 0.001 cores. The advantage of this convention is that 

the size of the requested CPU does not depend on the number of hyperthreads/cores of the 

underlying machine. The drawback is that this convention seems to be more suitable for 

Clouds or, in general, homogeneous machines that do not differ much in a single core 

performance, which renders it less appropriate in heterogeneous Fog environments. Another 

shortcoming is ignorance of CPU architecture which may cause a program that is compiled 

for different CPU architecture to crash if run on an incompatible machine. In further stages of 

the project we may extend the description of CPU attribute with additional labels, if we deem 

it necessary.  

GPU can be expressed as an integer, where 0 denotes no GPU and a positive integer denotes 

the respective number of requested GPUs. Unlike CPUs, GPUs cannot be requested as 

fractions and cannot be overcommitted. 

The memory requirements (RAM and Disk) are expressed as a plain positive integer followed 

by an optional unit. If the unit is omitted, it is assumed to be bytes. Acceptable units are power-

of-ten-based units K, M, G, T, P, E and their power-of-two-based counterparts Ki, Mi, Gi, Ti, 

Pi and Ei. Besides plain integers also fixed-point integers are accepted (e.g. 2e9, which is 

equivalent to 2G). Example: ‘1000’ is equal to ‘1e3’ which is equal to ‘1K’ in notation and 

specifies 1000 bytes of RAM/disk whereas ‘1024’ is equal to ‘1Ki’ and refers to 1024 bytes of 

RAM/disk. Table 21 shows the list of all attributes for this entity.  

Table 21 Attributes of Flavor 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of this Flavor 

Description string Description of this Flavor 

CPU string Size of CPU 

RAM string Size of RAM 

Disk string Size of disk 

GPU uint Size of GPU 

 

3.1.1.6 Image 
Virtual Machine disks are represented by an Image entity. Name and Description attributes 

are strings used to provide information on the type of Image. Table 22 shows the list of all 

attributes for this entity.  

 

 

3 https://kubernetes.io/docs/concepts/configuration/manage-compute-resources-container/ 
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Table 22 Attributes of Image 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of this Image 

Description string Description of this Image 
 

3.1.1.7 Computational Resource 
A Computational Resource entity represents a resource which can run computation, and is 

advertised in the network, that is, other infrastructures know about its existence and can 

request to run computation on it. It is formed by an ID, a description attribute, which includes 

a brief human readable description on the resource, a Type attribute which denotes the type 

of resource (eitherCPU, RAM, disk or GPU) and the accepted values of AmountAdvertisable 

and AmountAdvertised attributes, which are the parallel to the Flavor entity namesakes. 

Finally, a Computational resource also contains a reference to the Region it belongs to. Table 

23 shows the list of all attributes for this entity.  

Table 23 Attributes of Computational Resource 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Description string Description of this Computational Resource 

Type string Type of this Computational Resource (CPU, RAM, disk, 
GPU) 

AmountAdvertisable string The amount of Computational Resources that can be 
advertised 

AmountAdvertised string Amount of advertised Resources 

RegionID uuid ID of the Region this Computational Resource belongs to 

 

3.1.1.8 Host 
VMs or bare-metal machines are represented by a Host entity. As before, this entity contains 

a description and complements with the IPAddress of the machine and the OperatingSystem 

running on the Host. CPU, RAM, disk and GPU attributes are defined as for Flavor entity. Host 

also contains an ID of a Region it belongs to and IDs of Metrics to be monitored for this Host. 

Table 24 shows the list of all attributes for this entity.  

Table 24 Attributes of Host 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Description string Description of this Host 

IPAddress string IP address of this Host 

OperatingSystem string Operating system of this Host 

CPU string Size of CPU 

RAM string Size of RAM 

Disk string Size of disk 

GPU uint Size of GPU 

RegionID uuid ID of the Region this Host belongs to 

MetricIDs uuids IDs of Metrics associated to this Host 

3.1.1.9 Price 
Computational resources can be associated a price, which is described in the entity Price. 

Description attribute is an arbitrary string with which a user can provide meaningful information 

to human readers. UnitPrice is a rational number expressed in decimal notation and defines 
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the unit price of a resource; Currency and Unit attributes disambiguate the absolute value of 

the price. The acceptable values of Unit attribute depend on the Type. Example:  unit price € 

0.02 per GB per month for disk would be described with attributes Type ‘disk’, UnitPrice 0.02, 

Currency ‘EUR’ and Unit ‘GB/month’. Table 25 shows the list of all attributes for this entity.  

Table 25 Attributes of Price 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Description string Description of the Price 

UnitPrice float Price per unit of resource and unit of time 

Currency string Currency of the Price 

Unit string Definition of the unit of resource 

Type string Type of the resource (CPU, GPU, RAM, disk) this Price refers to 

 

3.1.1.10 SLO 
QoS guarantees of resources are represented as an SLO entity. Name and Description 

attributes are arbitrary user-defined strings. The threshold attribute defines the SLO as a 

binary relation ‘parameter operator value’, where the parameter refers to some guaranteed 

resource, such as availability, bandwidth or latency; the operator is a standard comparison 

operator, i.e. ‘<’, ‘=’, ‘>’, ‘<=’, ‘>=’; and the value is either a numeric or a Boolean value. Table 

26 shows the list of all attributes for this entity. 

Table 26 Attributes of SLO 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of the SLO 

Description string Description of the SLO 

Threshold string Threshold associated to the SLO 

 

3.1.1.11 Metric 
Measurable assets of Host resources are defined in the entity Metric. A Metric can be 

expressed as a Value with associated Unit, and is identified and described with the usual 

parameters.  Table 27 shows the list of all attributes for this entity.  

Table 27 Attributes of Metric 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of the Metric 

Description string Description of the Metric 

Unit string Unit associated to the Value of the Metric 

Value float Value of the Metric 
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3.1.2 Fog Application Resource Model 
On a Host, an Application can be deployed in terms of its constituting Microservices. Figure 

9 shows the structure of a Fog application in more detail, where its decomposition into 

Microservices and DataFlows is highlighted. The orchestration and deployment processes 

can take advantage of this model to determine the hosts where the different microservices 

shall be deployed, considering the requirements imposed on the computational resources (by 

the Microservices) and on the network resources (by the DataFlows).  

 

Figure 9 Structure of a Fog application. 

The remainder of this section describes the individual entities of the resource model of Fog 

applications into more details. 

3.1.2.1 Application  
Fog Applications are represented by the Application entity. In this entity, the Status attribute 

describes the status of the application and depends on the individual statuses of all the 

microservices that compose this application. The attribute MicroserviceIDs contains 

references to all Microservices in the application. Table 28 Table 28 shows the list of all 

attributes for this entity.  

Table 28 Attributes of Application 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of this application 

Description string Description of this application 

Status string Status of this application 

MicroserviceIDs uuids IDs of Microservices that compose this application 

 

3.1.2.2 Microservice 
The application components typically conform to the microservice architecture and are 

therefore represented by the Microservice entity. The attribute Image contains a valid 

reference to a container image, parallel to that of Docker Hub, and follows the convention used 

in Docker. The Status attribute describes the current status of the Microservice. The 

ApplicationID attribute refers to the Application this Microservice belongs to. HostID attribute 

refers to the Host this Microservice is deployed on. RegionID attribute designates the Region 

this Microservice belongs to. Microservice belonging to one and only one Region is a 
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simplification of potentially more complex scenarios, in which the same Microservice can span 

over different Regions. Table 29 shows the list of all attributes for this entity.  

Table 29 Attributes of Microservice 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

Name string Name of this Microservice 

Description string Description of this Microservice 

Image string Reference to the containerized image of this Microservice 

Status string Status of the Microservice 

ApplicationID uuid ID of the Application this Microservice belongs to 

HostID uuid ID of the Host this Microservice is installed on 

RegionID uuid ID of the Region this Microservice is located in 

 

3.1.2.3 Data Flow 
The relations between Microservices of an Application are described in the Data Flow entity. 

In this entity, the SourceID and DestinationID attributes represent the source and destination 

Vertexes (i.e. Microservice or External Endpoint) of the Data Flow, respectively. The quality of 

their connection is described in the Bandwidth and Latency attributes. Table 30 shows the list 

of all attributes for this entity.  

Table 30 Attributes of Data Flow 

Attribute Type Rationale 

ID uuid Unique identifier of the object 

SourceID uuid ID of the source Vertex in this Data Flow 

DestinationID uuid ID of the destination Vertex in this Data Flow 

Bandwidth uint Bandwidth requested (in bit/s)  

Latency uint Latency requested (in ms) 

 

3.2 SLAs 
This section is devoted to the design of SLA model that is suitable for federated Fog 
environments, in particular it is tailored to DECENTER. We start by giving some background 
on SLA specification which is one of the aspects of SLA that has been addressed in the 
literature and is the most relevant for the present work. Next follows the initial design of an 
SLA model, which is for now in a proposal stage, as SLAs have not been seriously considered 
in the implementation yet. We expect that the implementation of SLAs will give us valuable 
feedback from which an SLA model could be simplified and improved. Some parts of the 
proposed SLA model are designated as a future work inline within the description. 

 

3.2.1 Related Work on SLA Specification 
Web service communities and telecommunication providers have recognised the importance 
of establishing contractual formalisms with respect to QoS to their customers, even decades 
before SLAs were introduced into a Cloud domain. These communities pioneered work in 
translating business and user requirements into a machine-recognisable specification and set 
the ground for the standardisation. This has led to the development of formal specification 
languages, some of which have become standards. In 2003 Lamanna et al. [20] proposed 
SLAng. In 2004 IBM proposed Web SLA (WSLA) [21] while the Open Grid Forum proposed 
Web Service-Agreement (WS-Agreement) [22]; both have latter become standards. All three 
SLA specification languages are based on XML and have been recently translated into YAML 
or JSON. While these languages are suitable for specification of QoS for various Web 
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services, they lack support in describing any service type (XaaS). That could be one of the 
reasons why their adoption within both academia and industry is insignificant; instead, authors 
tend to introduce SLA template specifications ad hoc for their needs [17]. 
 
However, several works do exist that based the SLA specification on WS-Agreement. 
Recently, European project SLA@SOI [23] set the ambitious goal of proposing the framework 
for SLA management that covered the whole SLA life cycle. Meanwhile, the project also 
addressed the SLA specification problem by proposing SLA* language [24] that is based on 
WS-Agreement. Project CONTRAIL [25] reused the framework of SLA@SOI and focused on 
the SLA management in Federated Clouds. Optimis proposed WSAG4J specification 
language [26] that is a Java implementation of WS-Agreement and WS-Agreement 
Negotiation. All three works focused more on the holistic view of the SLA life-cycle 
management rather than specification. Because of the reliance on WS-Agreement, SLA 
specification in SLA@SOI requires two documents to fully describe the SLA: one for SLA 
guarantees and another for description of XaaS resources. Consequently, CONTRAIL has 
similar limitations. Project SLALOM [27] took a slightly different approach on targeting SLAs 
for Cloud computing. In this project, the authors provided a template and a set of core terms 
to simplify the development of SLAs. However, these templates are not based on WS-
Agreement, but focused on being ISO compliant [18]. 
Project Cloud4SOA [28] worked on a RESTful implementation of WS-Agreement with an 

ambition to ease the SLA life-cycle (from negotiation to enforcing), and to provide the best 

recovery action in the case of SLA violation. Also, FI-Core project [29] proposed a RESTful 

SLAs inspired on the WS-Agreement for Cloud computing respectively. These include 

standard information on provider, user, lifetime of the SLA and guarantees, and support the 

definition of complex SLOs. However, these SLAs were not fit for the characteristics of the 

Edge/Fog, so project DITAS [30] updated this work with a RESTful SLA implementation 

specifically designed for Edge/Fog. 

Tchernykh et al. [31] discussed the uncertainties associated with resource provisioning in 
Cloud computing. Observations from monitoring providers, such as RIPE Atlas [32], Cedexis 
Radar4 and CloudHarmony5 confirm many of the mentioned issues. What can be concluded 
is that Cloud computing environment is highly dynamic with heterogeneous resources and 
varying performance. Furthermore, certain SLA parameters, such as bandwidth or latency, 
are related to networks - sometimes even wide-area networks, which are not under the control 
of a Cloud provider and introduce additional uncertainties due to their best-effort nature. In a 
federated Fog computing environment one would reasonably expect all these problems to 
even become more evident. As a result, daily-varying performance patterns would suggest 
SLA thresholds to be defined differently for many short periods throughout the day or else the 
most pessimistic one would prevail. In any case, an SLA violation is likely unavoidable. The 
works discussed so far did not fully address these problems. 
 
Kouki and Ledoux [33] proposed Cloud SLA (CSLA) specification based on XML which was 

amended in the work of Serrano et al. [34]. The specification is OCCI [35] and NIST [36] 

compliant. CSLA in particularly tackles the uncertainty in Clouds, starting with the 

specification. They introduced fuzziness and confidence parameters into the definition of 

SLOs which allow for an SLA parameter to deviate from the agreed performance threshold 

value for the specified amount and time (or the percentage of requests). To some extent this 

allows to capture the dynamic behaviour of Clouds. Further, in the case of an SLA violation, 

which incurs if even the fuzziness and confidence are exceeded, a penalty is linearly 

proportional to the deviation from the agreed threshold. This has two consequences: (1) it 

 

4 https://live.cedexis.com/ 
5 https://live.cedexis.com/ 
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allows for occasional short-lived deviations from agreed thresholds which may simplify the 

specification; and (2) if the service is in a degraded state (but not yet violated), a system has 

some time window to react in which it has to decide whether it should try to prevent violation 

or just wait. Because of these features, CSLA inspired our work presented here. 

From CSLA we borrowed the SLA meta model within which detailed definition of individual 
parts of SLA model are adapted for the needs of DECENTER. We considered WSLA for many 
aspects and referred to the OCCI standard [35] for IaaS service definitions. Perhaps the most 
important notion that we borrowed from CSLA is the possibility to express confidence and 
fuzziness in SLO definitions that help to address the dynamic nature of Fog environments. 
 

3.2.2 Initial Design of SLA Model 
Analysis of business and use case requirements in DECENTER led to design of an initial 
definition of an SLA model, which is inspired by CSLA. The specification of an SLA requires, 
at least, basic information on the lifetime of the agreement, stakeholders involved in the 
contract, and a SLA template which contains information on service definitions, specification 
of SLOs, information on billing in case of incurred penalties and reasons for termination of the 

contract. The SLA meta-model is depicted in Figure 10. In the following, all the SLA 

specification parts are described in detail. 

 

Figure 10 Initial design of SLA meta model. 

 

3.2.3 Stakeholders 
An SLA involves at least two signatory actors, i.e. two participants that agree on the terms of 

the contract and sign it. For DECENTER, so far only two stakeholders are considered in the 

SLA: infrastructure provider and infrastructure leaser. While technically both stakeholders 

provide infrastructure resources to some other stakeholders, such as to an application service 

provider, for the sake of SLA they are distinguished as follows. The infrastructure provider 

is in charge of providing the resources and enforcing the completion of the SLA. The 

infrastructure leaser acts as the client to the resources and requires for the SLA to be 

respected. 
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As a future work, SLA will be contracted also between application service provider and 

infrastructure provider, which two operate on different service types (SaaS vs IaaS). Next, 

monitoring might be provided by third-party supporting actors.  

Table 31 Stakeholders representation in the meta-model 

Party 

Attribute Type Rationale 

id uuid ID of the Stakeholder 

name string Name of an organization or individual 

email string Contact information of this Stakeholder 

3.2.4 Validity 
SLAs are signed before the beginning of a lease, and last for a specific period of time. During 

this period, the SLA guarantees should be enforced by the provider and, if the SLA is not 

respected, the user is entitled to compensation, as specified in the billing section of the SLA. 

As shown on Table 32, in DECENTER, the validity is aligned with the time the resources of 

one infrastructure provider are leased to another infrastructure provider (starting and finishing 

time) and the date when the agreement was reached.  

Table 32 Validity representation in the meta-model 

Validity 

Attribute Type Rationale 

id uuid ID of the Validity 

effectiveFrom datetime Start of the lifetime of this SLA contract 

effectiveUntil datetime End of the lifetime of this contract 

agreedAt datetime Date and time of the reached agreement 

3.2.5 Fog Service Definitions 
SLA model allows for specification of Fog service definitions, which can refer to the services 

of various types. The initial SLA model supports IaaS only. Support for SaaS (or more 

specifically AIaaS) is planned for the next version. For IaaS one can specify its compute 

capabilities (see Figure 11). Compute entity has several attributes. Architecture attribute refers 

to the computing architecture. OperatingSystem attribute specifies the kernel of the operating 

system. CPU, RAM, Disk and GPU are respectively defined as for the Host/Flavor entity 

resource model. 



 

60 
 

 

Figure 11 Fog Service Definitions in the proposed SLA model. 

  

Table 33 Fog Service Definitions representation in the meta-model 

Compute 

Attribute Type Rationale 

ID uuid ID of this Compute 

architecture string Computing architecture of this Compute entity, e.g. x86,  
x86-64, ARMv7, ARM64 

operatingSystem string Operating system kernel of this Compute, e.g. Linux 

CPU string Size of CPU of this Compute 

RAM string Size of RAM of this Compute 

Disk string Size of Disk of this Compute 

GPU uint GPU count of this Compute 
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3.2.6 Parameters 
An SLA contains a set of defined variables, which are referenced in various other parts of the 

SLA model, e.g. for metrics and monitoring. An SLA parameter can be a matter of guarantee 

in an SLO definition and is defined by a set of metrics. A metric is the smallest unit that can 

be measured and take part in parameters, and is defined by an arbitrary name, the type of its 

value, and the unit of measure. A metric can be simple, which means that its value is directly 

obtained from a monitoring system, or composed as a function of constant scalar values 

and/or simple metrics. For each metric, whether simple or composed, it should be which party 

monitors/calculates the value (denoted by sourceProviderID). Similar applies to an SLA 

parameter. In addition, a parameter has at least one receiving party, who is allowed to either 

read the value of the parameter on its own initiative (pull) or get it through a subscription (push) 

or both. Parameters are depicted in Figure 12 and in Table 33 until Table 37. 

Table 34 Parameter representation in the meta-model 

Parameter 

Attribute Type Rationale 

ID uuid Unique ID of this SLA parameter 

name string Name of this SLA parameter 

type string Type of the value of this SLA parameter 

unit string Unit of measure of this SLA parameter 

sourceProviderID uuid ID of the party providing the value for this SLA parameter 

metricID uuid ID of the metric associated with this SLA parameter 
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Figure 12 SLA Parameters definition in the proposed SLA model. 

 



 D2.1: DECENTER Architecture and Use Cases 
 

63 
 

 

Table 35 Metrics representation in the meta-model 

Metric 

Attribute Type Rationale 

ID uuid ID of this metric 

name string Name of this metric 

type string Type of value of this metric 

unit string Unit of measure of this metric 

sourceProviderID uuid ID of the party providing a value for this metric 

 

Table 36 Receiver representation in the meta-model 

Receiver 

Attribute Type Rationale 

receiverID uuid ID of the party that receives/is allowed to collect the value of the 
associated SLA parameter 

 

Table 37 Function representation in the meta-model 

Function 

Attribute Type Rationale 

type string The name of the built-in function 

resultType string The type of the result value 

 

Table 38 Numeric representation in the meta-model 

IntScalar/FloatScalar 

Attribute Type Rationale 

value int/float The value of this scalar 

As future work, we will investigate on using simple metrics on monitoring directions in order to 

specify how often a metric should be monitored. Because DECENTER is expected to use a 

unified monitoring system based on Prometheus, directions on what monitoring probe/agent 

to use to collect values are not needed. 
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3.2.7 Guarantees  
A set of precondition rules and SLOs can be specified under the guarantees section (see 

Figure 13). Preconditions in DECENTER refer to regional and/or tier restrictions. The intention 

is, for example, to specify to which region hosting computation nodes are restricted to or which 

regions should be avoided. Similar can be done for a tier. As future work, we will investigate 

on using preconditions also at the application/component level. Besides optional 

preconditions, one can specify SLOs. An SLO contains information on which party is obliged 

to respect it, how long an SLO is valid and to which service an SLO applies to. An SLO can 

be expressed with respect to an SLA parameter which is compared against the specified 

threshold. Similar to CSLA, the proposed SLA model to some extent addresses uncertainty in 

Fog environments. For each SLO it is possible to specify confidence which tells the percentage 

of requests that should conform to the SLO, and fuzziness which tells the percentage of 

requests that is allowed to fall behind the threshold and the maximum deviated value around 

the threshold. 

 

Figure 13 Guarantees definition in the proposed SLA model. 
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3.2.8 Billing 
SLA model contains a section dedicated to billing. In DECENTER, presently a variant of all-

in-package model is adopted, which means that resources to be used are paid upfront by the 

time a reservation is made. This means that the billing section contains the total price of the 

reservation, which is a single value. Most importantly, as future work we will investigate on the 

definition of penalties in case an SLA is violated. We plan to model penalties as functions of 

time and the violated amount to allow for better competitiveness among Fog and application 

providers. 

3.2.9 Terminations 
In general, SLAs can contain a set of policies describing what events could terminate an SLA, 

even during the validity period. These reasons may be, for example, a continuous violation of 

the guarantees or a change of requirements from the client. In the future, we will investigate 

on potential termination policies and the different associated penalties.  

 

3.3 Resource and SLAs Example 
In this section we give a simple, yet non-exhaustive example of an SLA with the purpose to 

demonstrate how the above SLA template definitions could be used in practice and in 

particular to justify the need for such SLAs. 

The usefulness of SLAs is mandated by particular non-functional requirements of the use 

cases. Requirement NFR_UC1_002 is concerned with fault tolerance of hardware 

components which in a typical SLA that we know from Clouds would translate to the availability 

of the infrastructure. Related, NFR_UC1_004 is concerned with the fault tolerance of network 

connectivity. UC3 explicitly targets service availability with requirement NFR_UC3_005. UC4 

is less explicit, but its requirement NFR_UC4_001 is concerned with a reliable member 

verification, which obviously cannot be done even with the best AI method, if the underlying 

infrastructure cannot provide adequate reliability. In all cases, service availability can be 

offered on both, infrastructure and application layers as long as the responsibility of the obliged 

stakeholders is evident. 

Aside from the availability and reliability aspects, explicit non-functional requirements exist 

also for ensuring privacy (e.g. NFR_UC1_007, NFR_UC2_001 and NFR_UC3_003), which is 

in DECENTER tackled by restricting application service deployment to the regions and 

infrastructures that are trusted by users. However, the responsibility of the involved 

stakeholders in this case might not be obvious and also it might be difficult to monitor SLA 

parameters that are concerned with privacy. 

Let us consider an example scenario that is inspired by UC3, but simpler with application 

which on a captured video stream detects whether workers are wearing personal protective 

equipment or not. Let us assume that the application is composed of two microservices: the 

front part is responsible for ingesting a video stream and applying a partial AI inference to 

each of the incoming video frames, while the rear part performs the remaining part of the AI 

inference and generates notifications in case a worker is spotted who does not wear personal 

protective equipment. Essentially, the front part processes the stream with a convolutional 

neural network and propagates the feature map to the rear part which is a fully-connected 

neural network. 

Let us further assume that the application employs several non-functional requirements, as 

listed in the following. The two microservices shall be deployed in edge (i.e. tier one) and cloud 

(i.e. tier zero) environment, respectively. For privacy and performance reasons, the edge 
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infrastructure shall be located in Ljubljana. The front part requires two processing cores, 2 GB 

of RAM and 20 GB of disk, whereas the rear part requires four processing cores, 2 GB of RAM 

and 30 GB of disk. Further to this, the underlying infrastructure on which the application shall 

be deployed has to be available at least 95% of the time per month, with the relaxation that 

the availability threshold shall be respected 70% of the time and that in the remaining 30% of 

the time it is fine if 10% of the time the availability is 90%. This relaxation, while seemingly 

complex, helps to address uncertainty in fog environments and is easier to understand for 

threshold values that are not expressed as the percentages. 

We notice that the above listed non-functional requirements of our example scenario are in 

fact well aligned with the requirements of the use cases. Taking the requirements into an 

account, let us now construct an SLA with respect to the proposed SLA template. The 

parameters section of our SLA would contain “availability”, “Assigned vCPU”, “Assigned 

Memory” and “Assigned Storage” parameters. The availability would be defined as shown on 

Figure 14. 

 

 

Figure 14 SLA specification section that defines the availability parameter for our fictive 
scenario 

The parameter definition instructs an SLA manager to pull the metric by which it is measured 
from the monitoring system. The metric is a composition of simple metric “unavailability”, that 
can be directly monitored and the scalar value, which by subtraction inverts unavailability into 
availability measure. 
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Parameters “Assigned vCPU”, “Assigned Memory” and “Assigned Storage” as depicted in 

Figure 15, 16 and 17, respectively, are defined in a similar way than parameter availability, 

with the difference that their respective metrics are simple. 

 

Figure 15 SLA specification section that defines parameter “Assigned vCPU” 

 

 

 

Figure 16 SLA specification section that defines parameter “Assigned Memory” 
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Figure 17 SLA specification section that defines parameter “Assigned Storage” 

 

By following the non-functional requirements of our example scenario, all of the defined SLA 
parameters shall be limited in their allowed values. This can be achieved by adding the 
guarantees section to the SLA specification. Figure 18 shows definitions of Service Level 
Objectives (SLOs) for parameters availability and “Assigned vCPU” (the remaining two 
parameters, “Assigned Memory” and “Assigned Storage” are omitted for brevity). Because 
the availability shall be enforced to all of the involved infrastructures, the SLA specification 
explicitly defines two different SLOs for the availability: one for edge (tier one) and the other 
for cloud (tier zero). 
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Figure 18 SLA specification section that defines SLOs for availability 

 

 

Figure 19 SLA specification section that  defines SLOs for "Assigned vCPU" 

 

However, both SLOs for the availability share the same expression as the same thresholds 
shall be applied to both of them. In case of the SLOs for “Assigned vCPU”, the thresholds for 
edge and cloud differ, which is in line with the non-functional requirements of our example 
scenario. 

Guarantees

SLO1

id:  3   ee c f 2b 4bfc bf a  d11 04cbd01 
name:  Availability 
description:  Compute service availabil ity 
obligedID:  24  d1     1  4  a ba4   4e0d    10  
validityID:  0b4 13   442  40b2   1e b4f12 4  e2  
serviceID:    c b  3 c  3 4 ff  3   0  f  da   b 

SLO2

id:  fbad4 1a d2c  4cce b02  4 dd b4 3    
name:  Availability 
description:  Compute service availabil ity 
obligedID:  ed01  1c   1  4c2b a4d  db3 4e a d4d 
validityID:  0b4 13   442  40b2   1e b4f12 4  e2  
serviceID:    c b  3 c  3 4 ff  3   0  f  da   b 

Expression1

parameterID:  10  2  4 31 0 4b1c a2 1 2  bc   b ad 
comparator:  >= 
threshold:     
unit:    

confidence:  0.  
fuzziness value:    
fuzziness percentage:  10 

Guarantees

SLO3

id:   ac2  f0   eb 41ca a  4 f14daee1d 0e 
name:  Assigned vCPU 
description:  The assigned amount of vCPU 
obligedID:  24  d1     1  4  a ba4   4e0d    10  
validityID:  0b4 13   442  40b2   1e b4f12 4  e2  
serviceID:  0 1ac3fd c a2 41 f  d 1 32c43c4 303  

SLO4

id:  d   1 4  a42b 44b0    f 11 cbe12 1ac 
name:  Assigned vCPU 
description:  The assigned amount of vCPU 
obligedID:  ed01  1c   1  4c2b a4d  db3 4e a d4d 
validityID:  0b4 13   442  40b2   1e b4f12 4  e2  
serviceID:  0 1ac3fd c a2 41 f  d 1 32c43c4 303  

Expression2

parameterID:  0  2 dee 0f1d 4b1a ad b 0a c c00402  
comparator:  == 
threshold:  2.0 
unit:   

confidence:  1.0 
fuzziness value:  0 
fuzziness percentage:  0 

Expression3

parameterID:  0  2 dee 0f1d 4b1a ad b 0a c c00402  
comparator:  == 
threshold:  4.0 
unit:   

confidence:  1.0 
fuzziness value:  0 
fuzziness percentage:  0 
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To specify that the services defined for SLO3 and SLO4 respectively refer to edge and cloud, 
we can define preconditions, as illustrated in Figure 21. In particular, the edge and cloud tiers 
are here linked to their corresponding services. In addition, the edge is restricted to region in 
Ljubljana. 

 

 

Figure 20 SLA specification section that defines preconditions 
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4. DECENTER Architecture  

In this Section, we propose a preliminary architecture for the DECENTER platform. This is a 

first iteration on the architecture work, thus it may be adapted from the future findings and 

lessons learned in the technical work packages. All future advancements will be included in 

D2.2. A layered view of the preliminary DECENTER architecture is reported in Figure 21.  

 

Figure 21 Layered view of the DECENTER architecture. 

 

In this architecture, three main layers have been identified: 

• The Infrastructure Layer includes the hardware equipment deployed in the Cloud-to-

Things continuum (among others, network, storage, computing and IoT devices) and 

physical interconnections between heterogeneous resources. The goal of DECENTER 

is not bringing advancements on the Infrastructure Layer, so it will leverage on existing 

hardware to deliver Fog computing capabilities;  

• The Platform Layer includes all the virtualized environment needed to recognize, 

abstract, expose, share and orchestrate available resources from Cloud to Edge in 

support to AI applications. The development and deployment of functionalities related 

to the Platform Layer is the main focus of WP3 activities; 

• The Application Layer includes two types of entities that offer different yet 

complementary functionalities: 

o Applications, which use the Cloud-to-Things resources for the execution of 

well-defined business tasks and are designed by application developers. In 

DECENTER, we focus on applications exploiting AI functionalities; 

Application Services, which provide some generic-purpose (i.e., not 

application-specific) functionalities that can be used by different applications. 

For instance, feature extraction methods from video streams (e.g. to extract 

number plates of cars) can be provided as Application Services. Application 
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developers can make use of them to implement applications’ business logic, 

without the need of implementing their provided functionalities from scratch. 

The work related to Application Layer (both with respect to Applications and 

Applications Services) is mainly carried on in WP4. 

In the next subsections we describe more in detail architectural aspects related to each one 

of the layers shortly described above. 

4.1 Infrastructure Layer 

 

Figure 22 Example of heterogeneous Cloud-to-Things infrastructure. 

 

From a high-level perspective, DECENTER relies on a hierarchical infrastructure spanning 

from the centralized Cloud to distributed things. Figure 22 shows an example of such an 

infrastructure. It is composed of three tiers: 

• A Cloud tier, including data-centers with high computational and storage capabilities 

and offering private and/or public Cloud functionalities and services; 

• An Edge Cloudlets tier, composed of multiple and heterogeneous Edge nodes in 

terms of computational power, such as local servers equipped with CPUs and/or 

GPUs. Edge nodes are connected to the Cloud either through WAN connections or to 

the Internet and are used to provide Fog functionalities and services; 

• An IoT Gateways tier, composed of local low-power devices (e.g. Raspberry PIs) that 

can collect data from multiple and heterogeneous things (e.g. cameras, light sensors, 

etc.) and forwards it to higher tiers (after performing some simple processing on the 

collected data) and/or executes certain simple tasks (actuation).  

From an infrastructure ownership perspective, multiple infrastructure providers are identified: 
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• Infrastructure providers that can manage all three tiers of the infrastructure. These 
providers own centralized data-centers, Edge nodes and IoT Gateways, meaning that 
they can provide both Fog and Cloud functionalities through their infrastructure; 

• Infrastructure providers that own only some of the tiers of the infrastructure. In this 
case, there are two possibilities: 

o Infrastructure providers that own only the Cloud tier, i.e., Cloud providers that 
can provide Cloud services; 

o Infrastructure providers that own only the Edge Cloudlets and IoT Gateways 
tiers, i.e., Fog (or Edge) providers that can provide Fog services at the edge. 

DECENTER envisions a scenario where multiple infrastructure providers can interact and be 

federated to provide services to users. As we show in the following subsection, each part of 

the infrastructure that is owned by a single infrastructure provider (i.e., administrative domain) 

is managed by a Fog Computing Platform and can interact and be federated with other 

domains through a Brokerage Platform. Without any loss of generality, in the following of this 

section we assume that each infrastructure provider can manage all the three tiers of the 

infrastructure (i.e., each domain spans from Cloud to distributed things). However, the same 

concepts can be applied to scenarios where infrastructure providers only own some of the 

tiers, as far as their infrastructure is still managed by a Fog Computing Platform.     

Note that, in general, while moving from the things to the Cloud, the available devices’ 

computational power increases, but data is processed far and far away from where it is 

produced, with possible implication on privacy, security, performance and energy consumption 

[1]. This is the reason why applications requiring access to infrastructure resources (in terms 

of computation, storage, things, etc.) should be carefully deployed and orchestrated at the 

Platform Layer, as explained in the next subsection.   

4.2 Platform Layer 
At the end of the first year of the project, the Platform Layer provides the following main 

functionalities: 

• Setup and operations of a highly distributed and heterogeneous computing 

infrastructure (i.e., Fog Computing); 

• Modelling of cloud-native applications in terms of their components (e.g. microservices 

and data flow) and of the requirements imposed on their deployments; 

• Deployment and orchestration of cloud-native applications on a distributed 

infrastructure for Fog Computing; 

• Brokerage and negotiation of resources (e.g. computational resources, storage, IoT 

devices and services) across fog infrastructures belonging to different administrative 

domains. 

Looking at the layered view of the DECENTER architecture (Figure 21), the Platform Layer 

sits in between the Application Layer and the Infrastructure Layer. It interacts with the relevant 

DECENTER stakeholders and users, namely service providers in different verticals, telco 

operators/infrastructure providers and application developers, in order to: (i) gather 

requirements on applications, (ii) find the best place for a given workload, (iii) reserve and 

allocate the requested resources, (iv) deploy applications and (v) monitor their execution while 

keeping the whole infrastructure healthy, the SLAs respected and the security issues under 

control. 

Digging a bit more into the Platform Layer, two main sub-layers have been identified that 

reflect the two possible usage scenarios of DECENTER (i.e., single vs. multiple administrative 

domains): 
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• The Fog Computing Platform, able to handle user (i.e., service provider) application 

requests on a single administrative domain;    

• The Brokerage Platform, which sits above the previous layer, and can federate 

multiple administrative domains and can handle user application requests when 

different administrative domains are involved. 

In the following subsections, we describe more in details these two sublayers. 

4.2.1 Fog Computing Platform 
The Fog Computing Platform offers resource allocation and orchestration of applications on a 

single-administrative-domain distributed infrastructure throughout the whole Cloud-to-Thing 

continuum. Such a north-south (or, more informally, vertical) scenario (see Figure 23) 

assumes that all the components (i.e., microservices) of an application are deployed only on 

a given administrative domain (i.e., a single infrastructure). This implies that the requirements 

imposed by an application can be satisfied without resources external to that domain.  

 

Figure 23 The Fog Computing Platform is a vertical scenario. 

 

Two main components portray the Fog Computing Platform: the Application Composer and 

the Orchestrator. Through an Application Composer, the application blueprint and the 

associated requirements (traditional cloud computing requirements related to the flavours of 

the computational and storage resources but also network requirements like bandwidth and 

latency, typical of a distributed infrastructure) are expressed in a formal specification (e.g. 

TOSCA [13] or Kubernetes deployment manifest [14]) and forwarded to the Orchestrator. The 

Orchestrator, considering the current status of the distributed infrastructure (determined 

through the real time collection of metrics), finds the “best” region/node where to place the 

workload and finally invokes the Infrastructure Layer (see Section 4.1) services in order to 

deploy it.  

An informal view of the overall architecture of the Fog Computing Platform is shown in Figure 

24. 
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Figure 24 Fog Computing Platform high-level architecture. 

 

Together with the above-mentioned Application Composer and Orchestrator, other 

components appear in Figure 24 to guarantee the offered services:  

• Network Discovery, Monitoring and Security Probes are in charge of discovering the 

network topology and of collecting metrics related to the usage of the infrastructure; 

• Resource Inventory oversees the storing of the topology of the distributed 

infrastructure, the status of its resources and the metrics related to the applications 

deployed;  

• Application Repository is in charge of storing the containerized images of the 

microservices composing the applications and/or the Application Services offered by 

the platform; 

• Application Programming Interface offers an endpoint to access the Fog Computing 

Platform services; 

• Graphical User Interface and Command Line Interface represent the frontend of the 

Fog Computing Platform. Either graphically or through the command line, these two 

components offer a user-friendly and convenient way to access the API endpoint; 

• Infrastructure Provisioning is a sidecar component used whenever regions/nodes must 

be commissioned (i.e., joined to the distributed infrastructure cluster) and/or 

decommissioned (i.e., removed from the cluster).  

The implementation of the Fog Computing Platform (to be carried out in WP3) will be based 

on open source technologies to leverage models and patterns already in use in the cloud 

computing context and to provide an extension of them to the distributed/Fog computing 

environment. 

4.2.2 Brokerage Platform 
As far as the requirements imposed by an application can be satisfied by a distributed 

infrastructure belonging to a single administrative domain, the Fog Computing Platform 
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architecture described above is suitable to serve the requests from the users. But, when the 

scarcity of computational resources, the limited network performance or the need of additional 

services require resources and features belonging to other administrative domains, a 

mechanism to govern and manage the federation of Fog Computing Platforms across different 

administrative domains is needed. The situation is the one depicted in Figure 25, where some 

microservices need to be deployed elsewhere. 

 

Figure 25 How can resources belonging to different administrative domains be federated? 

 

A Brokerage Platform has been designed to address the east-west cross-domain (or, more 

informally, horizontal) scenario described above. When computational resources and/or IoT 

resources (devices) need to be leased by a third party, a federation layer and a corresponding 

federation model should be defined. In literature [4] different federation models have been 

proposed ranging from the ones where the role of the federator is almost not pre-set or less 

“pervading” (i.e., an “Advisor” or “Recommender”) to the ones where the approach is more 

centralized, being the federator involved in almost any operation (i.e., the “One-Stop-Shop”, 

where reservation of resources is made through the “federator” but the resources are still 

accessed directly on the “federation member’s” facility).  

Together with the definition of the federation model, also the definition of the architecture of 

the Brokerage Platform (which conceptually sits above the Fog Computing platform) deserves 

some considerations. Figure 26 shows the two main components of the Brokerage Platform 

and their relationships with the Fog Computing Platform components. 
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Figure 26 Brokerage Platform and Fog Computing Platform main components and 
relationships. 

 

The Resource Exchange Broker plays the role of a blockchain-based “conveyor belt”, where 

different Infrastructure Providers can commit resources for sharing with third parties, and 

where this sharing is regulated through Smart Contracts recorded in a blockchain. The 

Resource Exchange Broker does not belong to any administrative domain. 

The Resource Selector is a component installed above each Fog Computing platform and 

interacts with the Resource Exchange Broker in order to find shareable resources that fit the 

application requirements. When a deployment request is submitted through the Application 

Composer, the Resource Selector understands whether the administrative domain that 

receives it (e.g. administrative domain A) is capable to satisfy the requirements. If this is not 

the case, it sends a request to the Resource Exchange Broker for additional resources. 

Assuming that the missing resources that would allow satisfying the application requirements 

reside in administrative domain B and B has published them in the Resource Exchange 

Broker, the deployment can take place. The Resource Selector needs to implement a very 

refined strategy for the identification and the selection (e.g. through an automated decision-

making process) of the appropriate resources and associated infrastructures to make the 

applications properly work.   

4.2.2.1 How Resources are shared  
Regardless of the federation model and the architecture of the Brokerage platform chosen, an 

issue arises on how resources are shared and managed between administrative domains 

and/or users. In the following, we assume that the administrative domain A (see previous 

figures) is the primary user's domain (i.e., the one chosen by the application developer for 

application deployment) whereas the administrative domain B is the user's secondary domain 

(i.e., the one that provides the missing resources). Given this assumption, we have identified 

two main alternatives for resource sharing: 

• IaaS-based approach: in this case administrative domain B provides an endpoint to 

provision/access physical or virtual resources to administrative domain A, which in 
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turns adds these resources to its distributed infrastructure (handled by Fog Computing 

Platform A) and allocates them for satisfying the submitted requests; 

• PaaS-based approach: in this case the administrative domain B takes care of 

satisfying the deployment request submitted on its own infrastructure through its Fog 

Computing Platform, addressing transparently such a request without any further 

interaction with administrative domain A or with the user. 

As an initial plan to address the selection of the federation model and the approach for sharing 

resources, we foresee to start considering the sharing of resources based on a One-Stop-

Shop model and following an IaaS based approach. Nevertheless, future enhancements could 

involve also a PaaS based approach.   

4.2.2.2 Rationale 
Here a list of comments and observations are provided in order to explain the decisions taken 

in terms of federation models and Brokerage Platform architecture. 

1. The “One-Stop-Shop” model seems to be the most convenient federation model for 

DECENTER, guaranteeing a hierarchical structure above the different federated 

infrastructures and defining a common policy while still leaving the possibility for users 

and stakeholders to directly access and manage resources; 

2. IaaS-based approach is simpler than PaaS-based one because it allows to easily 

manage leased resources and blends well with the “One-Stop-Shop” model. 

Nevertheless, the user who submits an application request needs to have assigned a 

“primary” infrastructure where to join the rented resources. Moreover, this approach 

fits well in case of virtual resources but, if a physical resource is leased, the owner 

loses the governance on the entire resource; 

3. PaaS-based approach is more straightforward and more elegant than IaaS-based one 

because resource management is made transparent and hidden to the users and other 

federation members. The deployment request (or part of it) is just submitted to the 

selected federation member (i.e., administrative domain) that will take care of the 

deployment services. Nevertheless, such an approach could raise issues when 

microservices in different administrative domains need to communicate each other and 

when metrics should be collected in order to monitor SLAs to ensure that they are 

respected (given that resources allocation is hidden). Moreover, the whole architecture 

becomes more complex and most probably needs the adoption of a more pervasive 

federation model where all the interactions between user and infrastructure are 

mediated by the Brokerage Platform. We will evaluate the feasibility of this approach 

during the second year of the project; 

4.3 Application Layer 
In this section we recall the two types of entities in the Application Layer introduced at the 

beginning of this section: Applications and Application Services. 

4.3.1 Applications 
DECENTER embraces a microservice-oriented architecture [16] for the design of AI 

applications. A microservice-oriented architecture is a software development technique that 

structures an application as a collection of loosely-coupled services6 implementing some 

specific functionalities. The advantage of embracing such architecture for the design and 

 

6 Definition from https://en.wikipedia.org/wiki/Microservices 
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development of applications is that it allows better modularity and makes the application easier 

to understand and to be modified when needed. In fact, a microservice-oriented architecture 

eases the development phase, since different development teams can develop and deploy 

their microservices independently. Figure 27 shows two examples of microservice-oriented 

application, which are represented as graphs. While the diamonds represent the 

microservices, the arrows show inter-relationships between such microservices, representing 

the direction of processed data flows. As it is easy to understand, the overall microservices 

graph represents the business logic of the application. 

 

Figure 27 Example of microservice-oriented application graphs. 

 

More in detail, in DECENTER each microservice is a containerized module. Depending on the 

application graphs and requirements, a Fog Computing Platform can deploy applications in a 

distributed way, i.e., by placing some microservices in the Edge Cloudlets tier (i.e., in Edge 

nodes) and some in the Cloud tier, with the goal of effectively processing data produced by 

the things while ensuring that data-flows are exchanged between Edge and Cloud or among 

different Edges in a proper way. 

How to build a microservice-oriented application (i.e., defining the modules specifications and 

the proper data flow among modules) is a design choice. DECENTER will design Use-Case-

specific microservice-oriented AI applications starting from the identified functionalities to be 

guaranteed for each one of the Use Cases. 

4.3.1.1 Examples of microservice-oriented AI application  
An example of microservice-oriented AI application is described as a slightly modified version 

of use case #4 (UC4). Suppose that there is an AI service that reads infrared (IR) sensor data 

to detect a person’s presence, identify un-registered face from a live video stream and send it 

to the user when detected. According to use case description, there are a few functionalities 

that can be modularized: IoT platform to discover devices and manage stream from video 

camera, AI methods that receive the live stream and analyse it, and the main application 

controlling two containers and providing GUI to end user. This configuration of AI service is 

depicted in Figure 28.  
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Figure 28 Example of AI service composed of multiple microservices. 

 

The application flow for the proposed example is depicted in Figure 29. 

 

Figure 29 Flow between microservices of an AI service. 

More details on the application flow are reported in the following. Each step first reports the 

involved entity:  

1. Fog Platform: Microservices (IoT platform, AI application and Application Server) are 

deployed with respect to the application description delivered through the Application 

Composer GUI (see Section 4.2);  

2. IoT Platform: After being initiated, it executes the discovery of IoT devices;  

3. Application Server: it requests information on IoT devices which are discovered with 

interfaces on IoT Platform; 

4. Application Server: it configures AI application to receive video stream from IoT 

camera(s) found. If there are multiple IoT cameras discovered, Application Server 

might provide GUI so that the user can select the device of interest;  

5. Application Server: It subscribes to IR sensor;  

6. IoT Platform: It notifies movement detection to the Application Server; 

7. Application Server: It requests analysis of the video stream from IP Camera;  

8. AI Application: It returns analysis results to Application Server.  

IoT Platform
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ServerAI Application

IoT Device Discovery

Request for IoT Device List

Subscribe to IR Sensor

IR Event Detected

Event Published

Request : Start Analysis

Set SRC to Streaming URL 
of IP Camera
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IoT Device List returned User Interface – Selection of Device
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9. Application Server: it displays detection results to the end user using the application 

GUI. 

4.3.2 Application Services 
Since different AI applications may require some common functionality, we have introduced 

the concept of Application Services. Application Services are containerized modules, in 

principle developed by third parties, which can by hosted by Fog Computing Platforms 

Application Repositories and can be used by application developers as microservice building 

blocks for their applications. Note that Application Services are not part of the core 

functionalities provided by a Fog Computing Platform but can instead be provided “as a 

service” to application developers.  

Examples of Application Services in DECENTER are (i) modules for real-time feature 

extraction from video streams or (ii) AI trained models. For instance, by looking at Figure 27, 

if module F requires feature-extraction functionalities to identify number plates from a video 

stream and this kind of functionality is hosted as an Application Service by the Fog Computing 

Platform, there is no need for an “in-house” development of such microservice. Conversely, 

the application can make use of such existing Application Service and specify to the Fog 

Computing Platform that the Application Service must be deployed. 

Another important example of Application Services that can be deployed through the Fog 

Computing Platform, as shown previously in Section 4.3.1.1, are IoT platforms. IoT platforms 

are used to discover and gather data from IoT devices that can in turn be used by applications.  

Starting from the detailed functionalities of each one of the Use Cases presented in this 

document, DECENTER will identify the common features that could be developed as 

Application Services and offered by the Fog Computing Platform as added-value 

containerized modules in support to the deployment of AI applications.  
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5. Conclusions 

This report describes the first release of four different UCs, of modelling Fog resources and 

SLAs and of the design of DECENTER architecture. The presented work is performed in tasks 

T2.1 and T2.2 during the first year of the project. The work of WP2 is the outcome of a great 

collaboration between European and Korean partners and is performed in a close 

collaboration with the activities of WP3, WP4 and WP5.   

Section 2 describes the preliminary definition and description of the identified UCs and gives 

an extended list of the DECENTER user and technical requirements. The outcome of this work 

is of interest for the activities of WP4, regarding the Digital Twin and for the activities of WP5, 

regarding the definition of demonstration KPIs. 

Section 3 presents the effort made on two main aspects: a) the evaluation of existing SLA 

models for Cloud and Edge platforms and b) the specification of Service quality Level 

Objectives (SLOs) for DECENTER. The outcome of this work is of interest for the architectural 

design and for the implementation activities taking place in WP3. 

Section 4 gives an overview of DECENTER architecture, consisting of three main layers; 

Infrastructure, Platform and Application. The work in this Section evaluates the potential 

advances in Edge/Fog platforms, and integrates the lessons learnt from the previous Sections. 

Furthermore, the results of Section 4 is of interest for the activities of WP3, regarding the 

development and deployment of functionalities related to the Platform Layer. 

In the second year, the two tasks, described in this report, will continue and finalize their work 

by focusing on, but not limiting to: 

- Extent the UCs list of requirements, reflecting the users and system needs  

- Finalize the definition of Fog Resources and SLAs modeling  

- Improve, refine and adapt the DECENTER platform, based on future findings and 

lessons learned in the technical work packages. 

Furthermore, the task of T4.3 is taking place during the second year of the project and is 

focusing on the business models of the UCs for federated edge environments. The main goal 

of this task is to design novel business models that can satisfy the collective requirements of 

various stakeholders (cloud providers, infrastructure providers, technology innovators, etc). A 

preliminary analysis of possible DECENTER business models will be reported in D2.2 (M24) 

and will feed WP6. 
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Abbreviations 

UC: Use Case 

AI: Artificial Intelligence 

ML: Machine Learning 

IoT: Internet of Things 

QoS: Quality of Service 

WP: Work Package 

SLA: Service Level Agreement 

SLO: Service Level Objective 

GPU: Graphics Processing Unit 
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Appendix 

In this section we focus on two particular aspects of each UC: AI and Fog computing 

requirements. First, we analyze the requirements of the UCs in order to extract their 

dependencies on Artificial Intelligence (AI) components. This task is particularly important for 

the activities of WP4. Second, we analyze the requirements of the UCs in order to extract their 

dependencies on offloading tasks, such as vertical or horizontal. This task is particularly 

important for the architectural design of DECENTER platform and the activities of WP3. 

Artificial Intelligence Dependency of UCs 
This section presents a set of diagrams, which aim to show the dependency of the different 
Use Cases on AI. The diagrams give an overview of the necessary AI components for all UCs 
and highlight their common functionalities. 

Figure 30 illustrates the shapes that will be used on the diagrams presented on this section. 
There are 4 different shapes used that represent pieces of processes foreseen on the use 
cases studied:  

 

 

Figure 30 Shapes of Nodes on Subsequent Diagrams. 

 

The trapezium shape or "Data Source" represents a data set, which is persisted and 

manipulated in the context of DECENTER. The source can be a database, a configuration file, 

learning data samples in whichever format better fits for the next stop on this chain. It is used 

often as input for a more complex processing on the chain of procedures necessary to achieve 

the goals of the use case. 

The diamonds or "Decision points" are used when the direction of the process changes 

according to some parameter. For this node only one input exists, which is used as the 

parameter for the decision. The decision point provides at least two outputs. 

The ellipse or "AI Component" is a complex node in the process definition which represents a 

full new chain of processes, usually associated with leaning mechanisms (AI and derivations). 

This type of node encapsulates operations such as data preparation, training, testing, 

architecture selection, evaluation, etc. That is, all the steps necessary to generate a model as 

a product of learning process. 

Finally, the rectangle or “Imperative operations” represents an imperative operation, any 

operation that can be translated in an algorithmic form, assuming a conventional shape of a 

piece of a program or service. 

Figure 31 shows a dependency diagram of various processes required by the use cases. Each 

use case is represented as a leaf node and represents an available service. It is worth noticing 

that all these use cases exhibit a common path in the illustrated chain of processes. First, they 

take as input a set of diverse data (audio, video, etch) which are being processed (i.e., 

process_data) before given to the object detection AI component (i.e., detect_object). The 

general AI component of object detection is then specialized to other AI components, which 

encapsulate a set of particular steps dedicated to each use case. For instance, the AI 

Component of detect_disabled is dedicated to UC1 and requires a specific training/learning 
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process and data samples. To facilitate the understanding of these steps we break up and 

analyse the necessary imperative processes and data samples in Figure 31. 

 

 

Figure 31 Use Cases Dependency Diagram. 

 
 
Figure 32 shows the internal structure of any AI Component. As an initial step, a set of 

annotated data samples is required for the training and testing of the AI model. The trained AI 

model is evaluated and used to predict future results on the new incoming data points. 

 

 

Figure 32 Internal Structure of AI Component. 
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Offloading Dependency of UCs 
This section presents a consolidated view of the UCs requirements, regarding the vertical and 
horizontal offloading. Table 39 summarizes the dependencies of each UC in performing 
horizontal or vertical offloading, as they are defined during the activities of the first year.  Such 
a consolidated view can facilitate the understanding of how the proposed DECENTER 
infrastructure (see Section 4) can benefit the deployment of the UCs, which come from a wide 
application spectrum. 

Table 39 Summary of vertical and horizontal offloading per UC 

 Offloading  

UC Horizontal Vertical 

UC1 The particular scenarios, if any, 
during which the horizontal 
offloading is needed, will be further 
investigated in the second year of 
the project. 

Performed when there is a need of high 
computational power for urgent cases, 
such as during the RED Alert Scenario  
 

UC2 Performed when there is a need of 
high computational power for non-
urgent cases, such as the update 
of a new part of the warehouse’s 
map. A precondition is that the task 
can be split into independently 
computing subtasks. 

Performed when there is a need of high 
computational power for urgent cases, 
such as security inside the warehouse, 
detection of unknown person. 

UC3 The efficient use of edge resources 
and the AI-native capabilities of 
DECENTER are of particular 
importance to this UC, to reduce 
the costs of the vertical offloading 
and of the production of AI-native 
apps. The particular scenarios, 
during which the horizontal 
offloading is used, will be further 
investigated in the second year of 
the project. 

Performed when any edge node is not 
responding to an ongoing process. It is 
achieved by using Smart Contracts to find 
out additional Fog Nodes that can be 
used for the process.  
 

UC4 Performed when there is a need of 
transferring the result of the AI 
engine from one edge to another. 
This need is met during scenario 2 
for member verification. 
 

Performed when there is a need of high 
computational power or when there is a 
need for finding an appropriate pre-
trained AI model. These needs are met 
during scenario 1 for person identification 
at specific zone. 

 

This part of the work will be further investigated and refined during the second year of the 
project. The outcome of this future work will be presented in the final release of the 
DECENTER architecture specification and UCs (D2.2).   

 


